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INTRODUCTION

Third sector organizations (TSOs) in many EU countries, including voluntary and
community organizations, social enterprises, mutuals, cooperatives, and micro, small
and medium enterprises (MSMEs), lag significantly in digital capacity. Contributing
factors may include a shortage of suitable funding, very low income and lack of skills.
Digital transformation for these organizations is inevitable. Without the necessary digital
skills, knowledge, and tools, they will struggle to support their communities effectively
and remain sustainable. The main objective of DigitOpen is to support a more modern,
dynamic, committed, and professional environment inside the TSOs and MSMEs and by
leveraging the open-source (OS) approach to boost their digital transformation. This will
be achieved by integrating good practices and new methods and tools including digital
capabilities into daily activities, in line with identified individual needs and

organizational objectives.

The main objective of the DigitOpen Toolkit is to provide practitioners of TSOs and
MSMEs with essential knowledge and practical skills in using open-source software
(OSS) to enhance organizational efficiency, resource saving and cybersecurity. The
modules cover key tools like Tryton ERP, Odoo, NextCloud, Joomla, Omnisend,

ProjectLibre, and Bitwarden, focusing on their application in managing events, projects,

marketing, communication sales and securing digital assets. By emphasizing end-user
education and practical strategies, the modules aim to enable employees and volunteers
in MSMEs and TSOs to implement effective solutions with minimal technical expertise.
Also, to facilitate the vocational sector with easy-to-use training material on OS

importance and usage.

The Training Objectives of the DigitOpen ToolKit

The DIGITopen toolkit is designed to address the following training objectives:
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+/ Objective #1: To increase the capacity building of TSOs and MSMEs to better
address their staff needs and develop synergies with VET providers

+ Objective #2: To improve the staff’s digital knowledge, skills and competences
in using Open-Source Tools and software in line with organizational needs (e.g
management, accounting, marketing, education, internationalization etc.)

+ Objective #3: To develop structured training for supporting TSOs and MSMEs’
staff in their digital transition through Open-Source approach

+ Objective #4: To create awareness, and collaborative learning in the TSOs and
MSMEs to move towards the digital autonomy

+/ Objective #5: To enrich the educational offer of VET providers with regards to

the development of Open-Source digital skills for TSOs and MSMEs.

The Key Components of DigitOpen Toolkit

The DigitOpen Toolkit has been designed and developed to offer effective training and
capacity development experience for the practitioners of TSOs and MSMEs. To achieve

this, it has incorporated the following components:

e Covers the most important topics particularly relevant to the sustainability of
TSOs and MSMEs including management, marketing, communication, sales,
cybersecurity, project management and event management.

e All modules provide a range of training material and resources to facilitate varied
learning preferences.

e Provides a user-friendly training tool, specifically tailored to the needs of
TSOs and MSMEs practitioners which are structured around identifie

activities and roles within the targeted organizations.
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e Offers interactive elements and multimedia content to make the toolkit
interesting and enjoyable. These include videos, tips, case studies, learning tasks,

extra readings, reflection questions and assessment.

DigitOpen Toolkit Structure

This toolkit is structured around 7 modules as follows:

Module 1 titled “Navigating OSS: An Introductory Guide for TSOs and MSMEs” sets the
ground knowledge by defining Open-Source Software (OSS) and its importance and
evolution over the years. It presents briefly the key differences of OSS compared to
proprietary software, along with the principles of the OSS approach and culture and the
EU digital policies supporting adoption within the member states with specific
initiatives. Furthermore, the module extends to present the relevant OSS licenses, tools

and platforms for development.

Module 2 titled “OSS Applications for the Management & Administration of TSOs and
MSMEs” introduces the relevant professionals to free and secure software solutions for
managing the TSOs and MSMEs. It presents how to configure and use the 'Tryton ERP'
for accurate invoicing and business transaction coordination, and the 'NextCloud' for file
synchronization, sharing, and accessing documents from any device. Additionally, it
presents the various applications that NextCloud offers to extend its functionalities and

customization.

Module 3 titled “OSS Applications for the Marketing and Communication of TSOs and
MSMEs” presents two open-source marketing tools, Joomla and Omnisend, that focus
on building a community around a project or product by engaging with the rig
audience. Joomla excels in versatile content management and customization,
Omnisend specializes in e-commerce marketing automation, offering tools like

and SMS automation and personalized messaging for MSMEs and TSOs.
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Module 4 titled “OSS Applications for the Project Management of TSOs and MSMEs”
equip learners with comprehensive knowledge and practical skills in using open-source
software for project management. Focusing on ProjectLibre, a prominent OSS tool, this
module aims to enable participants to adopt a work and resource-based breakdown
approach to streamline project oversight, enhance planning and monitoring, and

optimize resource management within their TSOs and MSMEs.

Module 5 titled “OSS Applications for the Cybersecurity of TSOs and MSMEs"” introduces
cybersecurity fundamentals, by emphasizing end-user education and featuring
Bitwarden, an open-source password manager. The module underlines the importance
of password security in protecting digital assets and presents the basic cybersecurity
concepts and key tools for information security. Also, it provides simple and effective
strategies for employees and volunteers of TSOs and MSMEs to prevent cyber risks,

rather than training them to become cybersecurity experts.

Module 6 titled “OSS Applications for the Event Management of TSOs and MSMEs”
presents the advantages of Odoo for event management. Specifically, it guides the
practitioners to publicize typical preparatory event related activities such as event
presentation, event program, event speakers using Odoo. Also, instructs practitioners
to use Odoo for communication purposes and for managing contacts, event

announcements and event registration.

Module 7 titled “Advanced Sales Management using EspoCRM” covers the sales
management capabilities of TSOs and MSMEs by leveraging the EspoCRM tool which is
an open-source tool. Practitioners learn how to use EspoCRM to automate sales,

contacts and accounts and track them through the sales pipeline.
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MODULE DGO1: Navigating OSS: An Introductory Guide for TSOs and
MSMEs

or through open-source

1.1. Introduction to Open-Source software (OSS)

——— Open-Source Software (0SS) refers to software that is distributed with its

[==] source code made available to the public. This allows anyone to inspect,
s

modify, and enhance the software. Unlike proprietary software, which
restricts access to its source code, OSS fosters an open environment where collaboration
and innovation are encouraged.
The concept of OSS dates back to the early days of computing. In the 1980s, Richard
Stallman launched the GNU Project and later founded the Free Software Foundation
(FSF), which aimed to develop a complete Unix-like operating system that was free to
use and modify. This movement gained momentum with the release of the Linux kernel
by Linus Torvalds in 1991. Together, GNU and Linux formed a fully functional operating
system, popularly known as Linux. Over the years, OSS has evolved into a robust
ecosystem with a wide range of applications, from operating systems to office suites and

web servers.

Importance of OSS in Today’s Digital Landscape

0SS is crucial in the modern digital world for several reasons:

- Cost-Effective: Reduces the need for expensive software licenses.

- Security: Open code allows for extensive peer review, leading to more secure
software.

- Flexibility: Users can modify software to meet their specific needs.

- Community Support: Large communities provide support, improvements,
updates.

- Innovation: Promotes innovation through collaborative development effo
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5 Have a look at this video that tells you more about the rise of OSS.

L% & Food for thought
,&‘;3@} There are common misconceptions about OSS. The main one is that OSS

is always free of costs. Going back to the Free Software Movement, although slightly
different from OSS, we can see an interesting reflection that can help us understand
it:

“Free software” is a matter of liberty, not price. To understand the concept, you

should think of “free” as in “free speech,” not as in “free beer.”

Check this out!

ooo

@

Local agribusiness adopts open-source software to reduce costs

Agripreneur Maria runs a small agribusiness producing organic vegetables. She
struggled with high costs for proprietary software to manage inventory, track sales,
and maintain customer records. After learning about Open-Source Software (0OSS),
she adopted an open-source solution like Odoo to manage her business. Not only did

this reduce her operating costs, but it also allowed her to customize the software to

suit her specific needs. Within a year, Maria reported a 20% increase in efficiency and

better control over her inventory.

For small businesses with limited budgets, adopting OSS tools can significantly reduc

software expenses while offering flexibility for customization.

After the completion of this module, you will
v' be introduced to the open-source culture and the principles gui

approach and OS culture
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v have a good understanding of the EU policy context supporting open-source

v" become acquainted with the open-source software development approach and

what are its advantages

1.2. Key Principles of the Open-Source Approach and Culture

Although not all the OSS are equal in terms of access, costs and license, there

are some key principles that are shared across the 0SS ecosystem. The main

ones are:

*Transparency is a core tenet of the 0SS movement. By making source code
publicly available, OSS projects invite scrutiny, feedback, and contributions from a
global community. This collabarative environment leads to higher-quality

Lo enel software and rapid innovation. For example, the Linux kernel benefits from

Collaboration contributions by thousands of developers worldwide.

\

*(0SS projects thrive on community involvement. These communities consist of
developers, users, and enthusiasts who contribute code, report bugs, provide
support, and share knowledge. Community-driven development ensures that 0SS

o projects evolve according to the needs of their users. Examples include the

Development Apache Software Foundation and the Mozilla Foundation. Y,

*(0SS licenses, such as the GNU General Public License (GPL) and the MIT License, )
grant users the freedom to use the software for any purpose, modify it to suit
their needs, and distribute the original or modified versions. This freedom is a

Sl stark contrast to proprietary software, where usage is often restricted by license

Modify, and
Distribute agreements. )

E (&), Check this out!

Examples of Successful OSS Projects

Linux: A versatile operating system kernel used in servers, desktops, and mobile

devices.
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Apache HTTP Server: Powers a significant portion of the web, known for its reliability

and performance.
Mozilla Firefox: A web browser that emphasizes privacy and user control.
LibreOffice: An office suite offering word processing, spreadsheets, presentations,

and more, compatible with other major office suites.

ACTIVITY
@ Practical Activity

Carefully read the provided text on the open-source way here. Focus on
understanding its definition and principles. Write a short essay (200-250 words)
reflecting on how the principles of the open-source way could be applied to a project
or organization you are familiar with. Discuss potential benefits and any

misconceptions that might need addressing.

Quick Recap (choose the correct answer):

1. What does transparency mean in the context of OSS?
O A) The source code is open for anyone to inspect, modify, and
contribute to.

O B) Only trusted developers can access the code.

2. How does community-driven development benefit OSS projects?
o A) It slows down innovation.

O B) It encourages more contributors to improve the software over time.
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1.3. The EU Policy Context Supporting the Open-Source Approach

———) Overview of EU Digital Policies

% The European Union (EU) has recognized the importance of OSS in fostering

innovation, ensuring digital sovereignty, and promoting competitiveness.
Policies and frameworks have been established to encourage the adoption and
development of OSS within member states. Since 2017 an EU OSS Strategy has been
developed. The latest update of the strategy, the Open source Software Strategy 2020-
2023 “Think Open” represents the key policy document for the European Union as it
defines the key objectives and the concrete actions to be implemented. The key

objectives of the new strategy are to enable the European Commission (EC) to:

Progress towards digital autonomy of Europe’s own, independent digital
approach;
- Implement the European Commission Digital Strategy;
- Encourage sharing and reuse of software and applications, as well as data,
information and knowledge;
- Contribute to the knowledge society by sharing the European Commission’s
source code;
- Build a world-class public service;
The implementation of the strategy will be guided by 6 principles: think open,

transform, share, contribute, secure, stay in control. In practice, the EC aims to

reinforce an internal working culture that is already largely based on the principles of

open source and achieve the goals of the strategy.

a—»

i

L&T@ Additional Information

If you want to dive deeper into the strategy, you can find the full document here.
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=——] Furthermore, a specific initiative supported by the EU bodies exists and

==, complements the EU OSS strategy.

Specific Initiatives and Frameworks Promoting OSS

a) European Interoperability Framework (EIF): Promotes interoperability across

public administrations using open standards and OSS.

b) 1SA? Programme: Focuses on creating interoperable digital solutions that can be

reused by public administrations, businesses, and citizens.

c) Open-Source Observatory (OSOR): Facilitates the sharing and reuse of 0SS

among European public administrations, offering a repository of OSS projects

and best practices.

Have a look below, you will also find EU initiatives and tools that promote OSS!

@ Focus

EUPL (European Union Public License): Encourages the sharing and reuse of software

developed by public administrations across the EU.
Joinup: A collaborative platform created by the European Commission to share and
reuse IT solutions, including OSS, fostering cross-border and cross-sector

collaboration.

ACTIVITY
@ Practical Activity

Identify a digital challenge that your organization faces, such as high

software costs or the need for customization. Propose a practical solution to this
challenge. You can use information from European frameworks and initiatives as

inspiration.
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Quick Recap (choose the correct answer):

1. What is one of the primary goals of the EU Open Source Software Strategy
2020-2023?
O A) Increase reliance on proprietary software.
O B) Promote digital autonomy and reuse of OSS.
2. What is the European Interoperability Framework (EIF)?
O A) A set of guidelines to encourage cross-border sharing and use of
open standards and OSS.

O B) Alicensing system for proprietary software.

1.4. Key Elements of Open Source Software Development

== Open-Source Licenses and Their Implications

|==4 Understanding OSS licenses is crucial for legal compliance and maximizing
the benefits of OSS. One might think that a user can do whatever he/she likes with an
0SS and that such a software is always free of costs. So how do we understand and make
the correct use of OSS thus contributing to the OSS ecosystem? Licenses are the legal
basis to ensure that the use of OSS is regulated and implemented in the right and fair

way.

5 Have a look at this video about licenses to understand more about them.
B>

Key licenses include:

License Main features Example u

GNU General Public Ensures modified versions Linux OS

License (GPL) remain open.
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MIT License Permissive, allowing use with

minimal restrictions.

Small web apps

14

Apache License 2.0 Ensures patent rights, allows

any use.

Cloud platforms

Tools and Platforms for OSS Development

==, Although you might not be a software developer, understanding the tools

and procedures of the 0SS development approach, can help you in sharing

the vision and mission of the OS community. Here are some key platforms used by the

0SS developers:

: A platform for hosting and collaborating
on 0SS projects, offering version control, issue
tracking, and community engagement.

: Similar to GitHub, with additional
features for integrated DevOps practices.

: Supports Git and Mercurial
repositories, providing a collaborative
environment for development teams.

Best Practices for OSS Project Management

project, involves:

Successful OSS project management, development and contribution to an OSS

Clear Documentation Comprehensive
contributors

contribute effectively.

documentation

understand the OSS project

helps
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Open Communication | Tools like mailing lists, forums, and chat platforms
Channels facilitate communication and collaboration.
Regular Updates Consistent updates and maintenance ensure that the

software remains relevant and secure.

Engaging with the 0SS | Encouraging contributions and feedback from the
community community enhances the project’s quality and

usability.

Active participation in the OSS community can provide valuable support and
collaboration opportunities and it is at the core of the OSS environment. Ways to engage

may include:

Contributing to Existing | Submitting code, reporting bugs, and improving
Projects documentation.

Participating in Forums and | Sharing knowledge and seeking advice.
Mailing Lists

Attending OSS Events Conferences, meetups, and hackathons offer
opportunities to learn and network with other OSS
enthusiasts.

Quick Recap (choose the correct answer):

1. Which OSS license ensures that modified versions of the software remain free?
O A) GNU General Public License (GPL)
O B) MIT License
2. What platform is widely used for hosting OSS projects and collaborating with
developers?
o A)GitHub

O B) Facebook
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=——=| For the sake of this toolkit, the DigitOpen project does not aim to claim the
| ==4 superiority of OSS over proprietary software. On the contrary, the aim of the
project and the utility of this toolkit is to inform MSMEs and TSO that an alternative
exists, and it is actually as valuable as proprietary software. Here below we list some of
the key implications an organization should consider when adopting a software,

proprietary or open source:

Feature 0SS Proprietary Software
Cost Free or low-cost Expensive licensing fees
Customization | Fully customizable Limited to vendor options
Security Peer-reviewed, transparent Dependent on vendor

updates
Support Community-based with optional paid | Vendor-provided support
support
Vendor Lock-In | No vendor dependency High risk of vendor lock-in

When coming to the specific benefits for MSMEs and Third Sector Organizations, the

adoption of OSS can lead to significant advantages:

5 Have a look at this video and check what could be valuable OSS alternatives
>

to common software that also your organization might be already using.
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Reflection Questions

Found anything interesting? Are you using any of the tools you saw in the

video? Would you try any of the alternative proposed ?

Case study on the adoption of OSS in an MSME

The Unscented Company, launched in 2016 and based in Montreal, Canada, sells a
complete line of natural home and body care products that are biodegradable and
exclusively fragrance-free. This includes everyday products such as shampoo,
conditioner, body wash, laundry detergent, and dish soap.

The Unscented Company’s typical workflow when it comes to their products involves
a lot of ins and outs. While the company doesn't own any of the manufacturing
process, and instead works with contract sellers, it purchases and stores all of the
components before manufacturing. This includes items such as labels, bottles, and
caps that they then send to their contracted fillers along with the raw “ingredients”
of the products. The products are then assembled by the contracted fillers.

The positive impact of Odoo has been tangible for the company: after launching in
2021 with the software, The Unscented Company has gone from $100,000 in online
sales to $1.2 million due to the connectivity that Odoo provides. They were able to

grow their B2C business seamlessly, and the write-off for their inventory is less than

1%.
What were the challenges the company was facing before adopting Odoo? Why is
having an efficient ERP system fundamental also for a small enterprise? Read the “The

Unscent Company” story and find valuable insights!

... a=> Additional Information about Odoo

B |

l&-;.%@ Odoo is a suite of open-source business apps that cover all company
LN

needs: CRM, eCommerce, accounting, inventory, point of sale, project
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management, etc. Odoo's unique value proposition is to be at the same time very
easy to use and fully integrated. A smooth and friendly user's experience that has
been built to ensure the user seamless adoption. The flexibility of Odoo is such that
apps can be added according to the growth of a company, adding one app at a time
as the needs evolve and the customer base grows. Thanks to the open source
community, Odoo is actively maintained by a large base of developers to meet

evolving customer needs and provide new, innovative applications

Case study on the adoption of OSS in a TSO
The Scottish Book Trust and Suit CRM

The Scottish Book Trust is a national charity that believes reading and writing for
pleasure has the power to change lives. Bringing the benefits of reading and writing
to everyone in Scotland since 1998, the charity delivers world-class programmes and
annual awards to well over two million people. From introducing books and
storytelling to preschool children, to inspiring and empowering adult readers and
writers, the charity works with a diverse range of audiences. With a broad range of
programmes, Scottish Book Trust required a stable, easy-to-adapt platform that could
grow with them in a cost-efficient way to support the day-today workflow of their
teams. Scottish Book Trust required a CRM system which allowed for the better

management and communication with a range of contact groups, and to support

them in streamlining their programme management, as well as managing fundraising
workflow and donations all currently stored in separate systems. The new CRM was
seen as a crucial tool to efficiently manage communication, monitoring, and

reporting. Have a read at the full case study to understand the key problems solved

and the advantages of the tool!
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n Additional Information bout SuiteCRM

It is the world’s most popular open source CRM with over 900.000 downloads and an
estimated 4.5 million users worldwide. Key features include sales, marketing, and
service modules. SuiteCRM is a valuable option for enterprises and organisations

looking for professional SuiteCRM services, such as migrations, consulting, or training

Quick Recap (choose the correct answer):

1. What is a key advantage of OSS over proprietary software?
O A) It can be modified freely to fit specific needs.
O B) Itis locked into one vendor’s system.
2. How does OSS help organizations avoid vendor lock-in?
o A) By relying on a single vendor for updates.
O B) By providing freedom to switch providers or self-manage the

software.

1.6. Summary

In this module, we explored the fundamentals of Open-Source Software (0SS), its

history, and its benefits for MSMEs and TSOs. You learned about the key principles of

0SS, such as transparency, collaboration, and the freedom to modify and share
software. We examined the EU’s role in promoting OSS and discussed how 0SS
development processes work, including licensing and project management best

practices.

Key takeaways from this module include:
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Open-source aCtivi
software provides support 0SS
cost-effective, adoption for
flexible alternatives fostering innovation
to proprietary and digital
software. autonomy.

Understandlng 0SS
i enses-.|s crucial

By embracing open-source solutions, businesses can reduce costs, enhance security, and

contribute to a growing community that fosters innovation and transparency.

To further explore these concepts, use the interactive activities and case studies

provided throughout the module.
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MODULE DGO2: 0SS Applications for the Management &
Administration of TSOs & MSMES

2.1. Introduction

———) In this module, we will present two open-source solutions to manage your

=) business in an easy, practical, and secure way!
But first, try to reflect on the current state of the business administration
tools you use on a daily basis.
- How and by what means do you manage administrative tasks, such as accounting
and invoicing in your company?
- What tool or platform do you use for teamwork and file sharing among your
collaborators?
- Do you feel comfortable with these tools?

- Are you aware of weaknesses and strengths?

Maybe you still use word, excel or a spreadsheet to produce and edit your invoices,
or Google Drive, One Drive to share documents, but are they still the smartest

methods and the best and safest solutions?

The purpose of this module is to let you know that there are free and secure solutions,
other than those mentioned, that you can use to administer and manage your company.
You will learn how to configure and use the ‘Tryton ERP’ invoicing software and the
‘NextCloud’ collaboration tool. These solutions may facilitate your daily activities a
enable you to better organise and administer your company. With a simple step-by
guide, you will discover how to easily use these tools with minimal effort and

skills.
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You will be acquainted with the use of Tryton ERP and how it contributes to the accurate
and efficient invoicing ensuring the smooth running of many business transactions. This
includes coordination with sales and customer service departments, as well as
compliance with financial regulations. You will also discover how to synchronize, view,
share and access files and documents, as well as calendars and contacts, from all
devices, using NextCloud. NextCloud offers a list of other applications (modules) that

can extend functionalities (see here: https://apps.nextcloud.com).

Before diving into this module, make sure you have some skills. In terms of accounting
skills, you should be able to identify needs, research and analyze information,
understand the mandatory information required on an invoice along with additional
legal details, and be familiar with your company's tax situation according to your
country’s regulations. In terms of computer skills, you must be capable of downloading

and installing software, as well as importing and saving files.

Why to choose Tryton ERP (Enterprise Resource Planning)

Enterprise resource Planning - ERP! is the simplest, most comprehensive solution for
streamlining operations and automating Other Open-Source ERPs

day-to-day tasks such as accounting, sales  Odoo: ERP with two versions: a Free

management and inventory management.  goftware community version

Tryton is an easy'tO'use, ComprehenSive (https://github.com/odoo/odoo) and

and open-source ERP software package, gp Enterprise version

ideal for companies of all sizes. It is multi-  (http://odoo.com). The enterprise

device, and can be used from your cell  yersion is more complete and Open
phone, your computer directly via a  Source, but requires a subscription.

Doolibar: Free Software ERP

L ERP (Enterprise Resource Planning) is a type of software that helps businesses manage and a
key functions like finance, human resources, manufacturing, supply chain, and customer rela
integrates various business processes into one system, improving efficiency and data accura
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browser anywhere in the world, or from the client software previously installed on your
desktop computer.

Open-source accounting software offers four distinct advantages including:

potential cost savings,

the possibility of customisation,

transparency in accounting practices, and

the possibility of correcting technical flaws in the software.

Why to choose the NextCloud collaboration tool

The term "collaborative tool" refers to Other Open-Source collaborative
software running on servers hosted in tools
datacenters around the W0r|d, or on in- Offer fewer possibilities than

premise servers. They enable information  Nextcloud, or not all of them are Free.

to be shared between company staff and Seafile: File sharing
external correspondents under certain (https://www.seafile.com/en/hom
conditions. A collaborative tool enables e).

users to access the same files and Owncloud: ~ The  Nextcloud
information from almost any device ancestor (https://owncloud.com).

anywhere in the world. Nextcloud provides
open-source alternatives to commercial cloud storage solutions like Amazon AWS,

Google Drive, or Apple’s iCloud.

NextCloud is an Open Source software offering a complete, safe and secure solution;
usable from your browser, via any computer or PDA (Smartphone, tablet, etc). In
addition to the synchronization and sharing of files, calendar and contacts covered i
this module, there are other complementary applications such as videoconferen

(talk) and an e-mail client (Mail) that extend its functionalities.
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After the completion of this module, you will
v' Understand the benefits of Open-Source Software in the field of management
and administration
v" Learn how to use the software Tryton ERP for invoicing
v Discover the key functionalities of NextCloud to optimise team collaboration
v" Develop key management skills, such as efficiency, organisation, teamwork, and

time management.
2.2. Billing management with Tryton ERP and Tryton software configuration

CaseA:

Suppose you work for a small or medium-sized enterprise. Recently, your

business has been growing rapidly, resulting in a significant increase in the
number of invoices. However, your current system, based on using Word or Excel for
invoicing, lacks the functionality to quickly and easily edit new invoices as well as the
flexibility to effectively monitor late payments. As a result, you have encountered

several difficulties that have hampered its efficiency and growth as described below.

Challenges Faced:

1. Manual Errors: Frequent mistakes in calculations and data entry due to manual

processing. Errors in invoice numbers and customer details, leading to
confusion and delays in payments.

2. Time-Consuming Process: Significant time spent on creating and managing
invoices.

3. Lack of Integration: Disconnected systems for accounting, inventory, and sal
made it difficult to track financial health accurately.

4. Scalability Issues: The volume of invoices increased with business growt
making Word and Excel cumbersome and inefficient. Difficulty in mana

organizing a growing number of documents.
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5. Inconsistent Professionalism: Invoices lacked a standardized format, affecting
the company’s professional image. Maintaining compliance with tax regulations

and accounting standards was challenging.

To address this issue, you attend a local seminar organized by an organization that
supports SMEs. There, you discover Tryton software, which offers a potential solution
to your problem.

Tryton has a 3-tier architecture (database, application server and desktop client or
browser). The database and application server parts can either be hosted by a service
provider or installed on your own servers. The choice depends on a number of criteria:
knowledge, financial resources, location of your data, independence from the service

provider, etc.

If you have an internal IT team, you can choose to install Tryton on an internal server.

Otherwise, we recommend using a hosting provider like one of the following:

e Sisalp: https://selfservice.tryton.online

e Adiczion: http://adiczion.com (Recommended for a quick start-up)

No worries, you can switch from one to the other at any time !

Configuration

@ Focus
The configuration of an invoicing tool depends on the accounting and tax

rules of each country.

Interface overview

Before we begin, here is a presentation of the Tryton interfa
navigation elements.

1. Hide/unhide the modules panel (9). 6.Editing user preferences
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2. Access to favorites 7.Quit (logout)
3.Quick access to module panel elements 8. Data display area (list/form)
4.Tab bar 9.Modules panel

5.Toolbar (more on this below)
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»

& Adninisusion
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Fig. 2.1: Presentation of Tryton interface

The toolbar

[==4d The toolbar buttons are activated (or deactivated) according to the data

display

Fig. 2.2: Toolbar buttons

1.List of all possible actions on this data model (here Parties).
2. Switch view : list, form, graph (if avail.) etc.

3. Navigate through the list of records

4. Create new record

5. Save the record

6. Reload the view
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7. Add attachment/note to current record

8. Run a context-dependent action on selected records
9. Open a view on linked records

10. Print (if a report is available)

11. Send an email.

Note: in Tryton, fields that must be filled out in a form are highlighted in bold.

Login

%, Open your browser and type in the server URL provided by your chosen hosting

provider. You should arrive at the following page:

Datahass

T2_digitopen

Fig. 2.3: Login page

1.Select database (it will already be selected if there is only one)
2.Enter the user name supplied (usually “admin”)

3.Click on “Login”, after that, a new window will appear where you can enter your
password.

Settings

Environment initialization

e Start configuration
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At the first connection you will have to carry out the initial configuration of your

environment. In the window below, click “OK".

S Currencies

Module Configuration
> EX Adminstration

“ou will be able 1o your F on the modules you have
installed

@CaNCEL e

Fig. 2.4:-Module Configuration (part 1)

e Configuration languages: selection of additional languages
Tryton is able to generate documents in the language of the third-party recipient.
To do this, you need to have the third party's language available in Tryton, and to
have assigned a language to it when creating the third party (you will also need to
translate into the third party's language all the elements you define and which
must appear on the generated documents, such as product descriptions, for
example).
Once you've selected your languages, click on “LOAD” and then “> NEXT”.

e Configure users: add your users
Click on "OK" and fill in the fields. You can grant each user different permissions
for each module installed later.

Finally, click on "End" and then on "Next" to move on to the next step.

e Configure Modules: Adding modules to your installation
Now you can choose your modules. For billing, we'll need : account _xx (XX =
extension of your country or your chart of accounts, here we'll choose "fr"),
Account dunning, Account dunning email, Account dunning fee, Account dunni

letter, Account invoice and Bank.
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Configure Modules

o You can now activate additional modules to the system

account_fr_chorus

aroounl_inmolce

account_involce_correcton

account ipvolce defer =

€3 CANCEL " ACTIVATE

Fig. 2.5: Module Configuration (part 2)

When all modules have been selected, click on “ACTIVATE”.
A summary of the modules and their dependencies appears, click on “START
UPGRADE”. Validate the installation result and the following confirmation to arrive

at your company's configuration.

e Configure Company

Click on “OK” and fill in the necessary fields

Pty a, Curency €, Timerane

Employess  Fieg Accouiing

e e e BN
= [ pany

oo

Fig.2.6: Configure company

- Party: click on the magnifying glass, then on "NEW", fill in the fields (At
least the Name field at the top and the Street, Postal Code, City and Cou
fields in the General tab: Addresses) and save.

- Currency: click on the magnifying glass, choose your currency (for
in search, type "Euro").

- Timezone: for Europe, type “Europe/ + the city of your timezone
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e Create/Select your chart of account

Create Chart of Accounts from Template

Company:! DigitOpen

Account Template; plan compable (France)

Fig.2.7: Selection of your chart of account

- Inthe "Company" field, if you have set up the software correctly up to this
point, your company name should appear.

- Choose your chart of accounts in the "Account Template" field.

- Click on “CREATE".

- A new window will open, in which you must fill in the fields according to

your country's tax regulations, and click on “CREATE” again.
Congratulations ! The 1st part of the configuration is complete, click on “OK”.
Now, you can choose the default language for the administration user (see "Editing user

preference").

Additional settings

Before issuing your first invoice, you need to complete Tryton's configuration

while logged in as "admin." This involves entering information that will be used to
automate the invoice creation process, significantly reducing the time spent editin
invoices in the future. This process may seem a little long, but it's necessary in ord

set all the parameters and will help you save a lot of time later on.

Check this out!

o
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Read the story of EcoHome Supplies for inspiration.

Case B : EcoHome Supplies, a growing company in the eco-friendly home goods
industry, struggled with managing its invoicing process. Their existing system was
outdated, prone to errors, and required significant manual effort. This inefficiency led

to delayed payments, frustrated customers, and increased administrative costs.

EcoHome Supplies decided to implement Tryton ERP to streamline their invoicing
process. The key reasons for choosing Tryton ERP included its robust automation
capabilities, customization options, and seamless integration with other business

operations.

The transition to Tryton ERP was smooth, thanks to its user-friendly interface and
comprehensive support. The system was configured to automatically generate
invoices from sales orders, ensuring accuracy and reducing manual workload.
Customizable invoice templates were designed to meet regulatory requirements and

reflect EcoHome Supplies' brand identity.

The implementation of Tryton ERP at EcoHome Supplies led to several positive
outcomes. First, it increased efficiency by automating the entire invoicing process,
from generation to distribution, which reduced errors and administrative overhead,

allowing the finance team to focus on more strategic tasks. Second, it resulted in

faster payments due to real-time data integration, providing better visibility into
outstanding invoices and payment statuses, leading to quicker follow-ups and a
significant reduction in late payments. Third, customer satisfaction improved with the
Tryton ERP customer portal, which allowed clients to view and pay invoices online,
enhancing their experience and convenience, and resulting in positive feedback and
increased customer loyalty. Finally, the company achieved notable cost savings by
reducing the time and effort spent on manual invoicing, thus minimizing the need

for additional administrative staff.
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EcoHome Supplies experienced a transformation in their invoicing process with Tryton
ERP. The system's automation, integration, and customization capabilities not only
improved efficiency and accuracy but also positively impacted customer satisfaction
and the company's bottom line. By choosing Tryton ERP, EcoHome Supplies
positioned itself for sustained growth and success in the competitive eco-friendly

home goods market.

If your business faces similar invoicing challenges, consider Tryton ERP as a solution.
Its powerful features can help streamline operations, enhance accuracy, and improve
overall financial management, ultimately contributing to your company's growth and

customer satisfaction.

=—— Final configuration steps

e |nvoice legal information

If you have legal information to add to your invoice, in addition to the VAT number
(this information will already be present on the invoice if you indicate it in the

definition of the third party), you can, for example, add it in the footer.

Access: Companies - Companies = [Choose your company] = [go to the report
tab] Fill in the “Footer” field with your legal information (you may also add your
bank details).

e Customising reports

If the invoice template provided as standard by Tryton does not meet
expectations, it is possible to customise it (or have it customised) using Libre
o Retrieving the report

Access: Administration - User Interface - Actions - Reports
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Open the report you want to modify and download it locally with the in the

“Content” field. Make your adaptations to the file, and replace the existing file
by clicking on the > in the “content” field, then on the magnifying glass to

select your modified file, save with d}

e Fill in company identification numbers (e.g. VAT)

Access : Parties - Parties - [Open the third party corresponding to your company]
Go to the identifiers tab and add a new identification number using the "+" (on
the small identifiers toolbar).

As a minimum, you'll need to add the VAT number (for taxable persons) to each
third party.

e Defining your company's tax period

Access: Financial - Configuration = Fiscal Years - Fiscal Years = Click on “+” to
add a new fiscal Year

Enter the name (usually the year), start date and end date of your fiscal period.
Before creating the periods (by clicking on the 'CREATE PERIODS' button), go to
the Sequences tab to define the different numbering (sequences) required
(accounting transaction, sales invoice and credit note, purchase invoice and
credit note).

e Define your payment terms and methods

o Payment Terms

Access: Financial- Configuration - Payment terms - Payment terms - [Click
on K]

Enter the name of the 1st payment condition, then add the calculation lines
using the E.

For example, for 45 days month-end:
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Financial / Configuration /... » Lines

Type: Remainder « Sequence:
Deltas = (I 111 I) Z B .n[
Sequerce:
Operations are appled in this dsplayed order.
Manth: « Number of Months: 2

MNumber of WeeKs: 0
Day of Month 15 Number of Days: 0
Day of Week -

DISCARD CHANGES APPLY CHANGES

Fig. 2.8: Definition of payment terms

2nd example: 30% on receipt of invoice, balance due within 30 days:

Add a new condition by clicking on the Ed, give its name: 30% on receipt of
invoice, balance 30 days from end of month, and in this example you'll need to
add two lines using the & (on Lines widget):
- 1stline: Type: Percentage in total, Ratio: 30%, leave the other fields as
default and click on “ADD AND NEW”.
- 2nd line: Type: Remainder, Number of Months: 1, Day of Month: 31,
click on “ADD”.

Then save the payment condition by clicking on the icon [%l.

o Payment method

Before registering a payment method, you will need to create a payment
journal.
Access: Financial-> Configuration - Journals-> Journals - [Click on Ei]

Fill in the form below and save it with [Zl.
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Name: Your bank name a Active;
Codge: BME Ep Matching Sequence:
Type: Cash - Sequence: [ Default Account Joumal =

Fig. 2.9: Payment Journals
Then you can fill in your payment methods.
Access: Financial-> Configuration = Journals = Invoice Payment Methods - [Click
on ]

Fill in the form below and save it with [Z] (here we have used the information

from the French chart of accounts, use the one from your country).

MName: Bank transfer| 'j"“ Active! E
Journal: your bank name - Company: [/} DignOpen ®
Debit Account: [A 5121 - Comples en monnal »  Credit Account: [F] 5121 - Comptes en monnal 3

Fig. 2.10: Payment methods

Repeat this as many times as necessary to record all your payment methods.

e Enter your products

In Tryton, a product is made up of a model and a variant (at the very least, it is
possible to define several variants for the same model depending on the different
product options: colors, sizes, weight, volume, etc).

Before creating your products, you need to create their accounting categories
o Creating an accounting category

Access: Products—> Categories > [Click on Ed]
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Fill in the form like the one below, but with the legal information for your
country (here it's for France) and save with [&l. (Note the "Accounting"

checkbox)

Name: Productd Hp Code: B3  Accounting:

Parent Q

+ ADD PRODUCTS

Accounting Children

Accounts

Use Parent's accounts: D

Account Revenue: [ 7011 - Produits finis (ou groupe) £ 3¢ Account Expense:  [F] 6011 - Matiéres (ou groupe) A b
Taxes
Use the Parent's Taxes: D Suppher Taxes Deductible Rate: 1 0000000000

= [ Name

i

O nName [ T\.A. Achat de biens Taux Normal

[ TVA Vente de biens Taux Normal

Fig. 2.11: Creation of an accounting category

o Other categories
To organize your products, you can create standard categories.
Access: Products—> Categories = [Click on E]
Fill in the form below and save it with £ (here the category is called “Clothing”

and it has two sub-categories “Skirt” and “Trousers”).
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Name: Clothing ¥ Code: ¢l B Accounting: [

Parent: Q.
+ ADD PRODUCTS

Chikdren

= [ Recond Name

[] Clothing ! Skirt

D Ciothing { Trousers

Fig.2.12: Creating other categories

e To create your products
Access: Products—>Products - [Click on K]
Fill in the fields as in the example below and save it with 1. This form allows you
tofillin the 2 elements that make up a product (the model and its variant(s)). Here,
the Product will be called “Product A” and will have 2 variants: one “blue “and one

“red”.

You'll notice that the product's "Cost price" field is not filled in. It is normal when
there are several variants (Tryton can't know which one to display, so it doesn't

show anything).
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Descriphion

Biue Skin

Name: Product A ¥p Code: PA B3 Active ﬂ
Genaral ASCoInig
Type: Goods = Consumable: D
Default UoM: 7] Unit ®
List Price! 6.0000
Cost Price: Cost Price Method: Fiued -
o i1z Categories
Code!  PA blue & Acve: B
Cost Price: 1 0000 = [ Record Name
[:l Clothing / Skirt

Cote
Coda:  PA Red B Active
Cost Price: 0.0000
B - <L-J> 5@ -]
=[O Twe Code
Description
Red skin

Fig. 2.13: Creation of products

Don't forget to assign the accounting category on the “Accounting” tab.

e Define dunning rules

Access: Financial-> Configuration - Dunnings - Procedures - [Click on
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Enter the name of your relaunch and add different levels using the Ed (on Levels
widget):
- Levels 1: Sequence: 1, Overdue: 10d, Check “Print on Letter” and “Send Email”,

From: your.email@server.com

- Levels 2: Sequence: 2, Overdue: 25d, Check “Print on Letter” and “Send Email”,

From: your.email@server.com

- Levels 3: Sequence: 3, Overdue: 45d, Check “Print on Letter” and “Send Email”,

From: your.email@server.com

In this example we have 3 levels of dunning at 10, 25 and 45 days late payment.
An e-mail and a reminder letter will be automatically generated at each level.

e Enter your third parties (customers/suppliers)
As with products, third parties can be categorized.
Access: Parties > Categories - Categories - [Click on K]
Fill in the “Name” field and save with with [Zl. Child categories can be added with
the E2 (on Children widget)

Here, the category will be called “Customers” and will have 2 sub-categories:

“Individual customer” and “Professional customer”.

Name: Customers X Active:

Parent: Q

Chifedren ( I l2 I b Z ' -

= [J Record Name

D Customers | Individual customer

] Customers / Professional customer

Fig. 2.14: Creation of third parties (customers/suppliers)- Part 1

e Define your third-party
Access: Parties - Parties - [Click on K]
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Fill in the fields on the General, Identifiers, Banking (for this one you'll need to
define a third-party “Third-party Name Bank”), accounting tabs save with with [,

Here the third party is called "Les péchés de Cyrano".

e 5 CIEE D0 CRE

Name: Les péchés de Cyrana Code: 2 B3 Active:

General  Identiiers  Banking  Accounting

Party Name: Active: Invoice: ] Se
Building Name = [] Address Type Code
Sweer 3 Rue Sainie Catherine i [ Les peches de Cyrano, 3Rue ...  French Company Establish... 3426861700018
EN | French Company Identificat.,. B34268617
i D French VAT Number 20834268617
Postal Code: 24100 City:  Bergerac
| -
Couniry: [} B0 France ®  Subdivision General  Identifiers  Banking  Accounting
4 IS B +
Language -
[[] FR76 3000 6000 0112 3456 7890 189 @ Crédit Agricole Gredtt Agricole
g ' =[] Recod Name
=B Type value Name Addh
[ Customers / Individual customer

i Phone  +33512 34 4556 Cyrano Lesg
i [ Mobile  +3369887 7665 Cyrano Genem!  Ideniiflers  Banking  Accounting
# [ EMall  contaci@digitopen.com Cyrano

Dunning

Dunning Procedure: [ 0+10, D+25, D+45 x
Payment Terms
Customer Payment Term: [ 30% on receipt of invoice, bal X  Supplier Payment Term: [ 45 days end of month x

Fig.2.15: Creation of third parties (customers/suppliers)- Part 2

2.3. Using Tryton ERP for invoicing

Case C: Your company has just received a new order containing 100 white t-
shirts. The parameters have been set in Tryton and all you need to do is
create your first invoice !

Entering an invoice

Access: Financial = Invoices - Customer or Supplier Invoices (as you need)

on E]
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Fill the invoice fields according to order and save with [,

Add in the “Description” field the content of your order, e.g. white t-shirts. “Reference”
field is the customer's order number or supplier’s order number. For supplier invoice
you must also fill the invoice date.

To add details of invoiced items, click on (lines widget) and fill in “Product”,
“Quantity” and “Unit Price”. Click on “ADD AND NEW” to add another line, or “ADD” if

it's the last one.

Validate and post the invoice

e To validate the invoice, click on “VALIDATE” ( first control)
e To enter the invoice in the accounting, click on “POST”
Please note: a posted invoice can no longer be modified. If there is a billing error, create

a credit note to cancel the erroneous invoice and re-invoice.

You can print your invoice with the P~ or send it by email with -}

Enter a credit note

Access: Financial = Invoices - Customer or Supplier Invoices (as you need)

Select and open the invoice you wish to reimburse, click on % and select “Credit”.

A dialog box will open to determine the type of credit.

e Full credit note: tick the 'with refund' box, in which case the generated credit note
will be posted and the original invoice will be cancelled.

e Partial credit note: leave the 'with refund' box unchecked, and a credit note wit
all invoiced lines but a negative amount will be created in draft mode. You
need to adapt it to your needs and post it to complete the refund procedur

e The date on which the credit note will be issued.

All you have to do is confirm with the “CREDIT” button.
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Follow invoice payment

Invoice payment
The easiest way to indicate that an invoice has been paid is to go to it and click on the
“> PAY” button.
Fill in the dialogue box and click on "OK".

Note: it is possible to partially pay an invoice by changing the amount

Pay Invoice (0001)

Payee: [ LespéchésdeCy x Amount: EUR 504.00

Description:  Bank transter number (lor example)]

Payment Method: pank ranstert - Date: (0G/0B/2024 U

ocnce. (D

Fig. 2.16: Invoice Payment

The second way to mark invoices as paid is via bank reconciliation, but this functionality

is beyond the scope of this course.

Late payment

In Tryton, there are several ways to track the payment of your invoices. The simplest is

to filter the list of third parties with the following content: "Payable Today": >0 |
"Receivable Today": >0, and save it in bookmarks (1). When you call up this filter, you'll

see a list of customers and suppliers whose payments are overdue.

FILTERS “Payable Today"; >0 | "Receivabie Today"; >0 aQ « M_B < |2
= D Code Name Tax kdentifier Receivablem Payable Today
0z Les pécheés de Cyrano 20834268617 EUR 50400 EUR 0.00

Fig. 2.17: Track due payments
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Another way to do this is to use customer reminder management.
Access: Financial -> Dunnings -> Create Dunnings
Fill in the dialog box and click on "CREATE".

The result of this operation is a list of overdue payments. Select the ones you want to

dun and click on the ¥ to select 'Process Dunning'. Depending on what you have
defined in the dunning settings, this will either send the dunning email and/or create
the letter to be printed and sent to the customer. It is also possible to block certain
dunning notices by using the "Blocked" checkbox in the dunning notice.

This procedure is carried out regularly, if not every day.

<O Food for thought

LA%S
S5

O =

effortlessly track invoice payments, and efficiently follow up with late payers. In short,

Transform your business with Tryton! Streamline your operations,

Tryton structures and manages your business for optimal performance and success.

2.4. Managing and sharing company information with NextCloud

Like Tryton, you can either use Nextcloud from a hosting provider or install

Nextcloud on your own servers. Here, you can find out how to use Nextcloud

via a hosting provider.
The Nextcloud project website features third-party? companies offering free hosting

services.

=> Go to the following address to choose a free supplier: https://nextcloud.com/.

up/.

2 A third-party utility refers to software or tools developed by an entity other than the original
or manufacturer of the main system or platform it operates on. These utilities are often desi
enhance, supplement, or add specific functionality to an existing system, application, or devi
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We've chosen to show you how Nextcloud works on one of them. There's no particular
reason for this choice - we just needed one. (Recommended for quick start-up). We
won't gointo Internal server here, as advanced system and network administration skills

are essential and not the aim of this module.

Creating your NextCloud account

Case D : Simon works as project coordinator in a Third Sector Organization. In addition
to the paid staff, he frequently collaborates with volunteers who assist with project and
event management tasks. Previously, Simon relied on a mix of cloud services, local
storage, and email for file sharing and collaboration. This fragmented approach led to
issues with data security, version control, and inefficient workflows. The team often
struggled to find the latest versions of documents, and sensitive data was at risk due to
inconsistent security measures.

Nextcloud's collaborative tools, such as real-time document editing and file sharing,
significantly improved team collaboration. The team could now work simultaneously on
documents, spreadsheets, and presentations, with changes reflected in real time.

By consolidating their data management and collaboration tools into one platform,
Simon managed to reduce the costs associated with maintaining multiple cloud services
and software licenses.

Now it's your turn !

Here's the link to log in afterwards: https://kim.nl.tab.digital/login, remember to

bookmark it, because once you've registered you won't find the home page to log in.
Choosing free hosting to take your first steps on Nextcloud won't allow you to use
shared calendar and contacts function. Sharing calendars and contacts requires m

users on your instance, which is not the case in this mode.
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First steps in the Nextcloud environment

tab  Dashb.. Files Photos Aciviy Mal Contacts Calend.. Notes Deck Upgrade FreeTr... Hosting Provider Tasks

In this module, we will use only the following icons

The Dashboard: your home page, Activity: you'll be able to see the
where you'll find a summary of dates and people who have

changes made to your shared documents, performed actions on your documents.

Files: you'll find all the documents whom you've already shared files. You

as well as upcoming events. You can also Contacts: you'll find the contacts

customize it. you've saved and those with
you've saved in these files. can sort them by category.
H Calendar: lets you save and share

your meetings, schedules and

events.

Files sharing

From the “Files” folder you can create new documents and folders by clicking on “+

New”; using this button you can also upload a file from your desktop (you can also

upload files by simply dragging them from your desktop into the chosen folder).
It is possible to share a complete folder as well as a single file. This sharing can be done
either to another user defined on your Nextcloud instance (this will not be the case
here), to an external user by email, or to a user on another Nextcloud instance (via th

federate cloud).

. . . . . .
Whoever you want to share with, click on the icon tam . This will open a panel
right enter the email (or name) of the recipient of the share. We recommend

define the following sharing options: a password and an expiry date.
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== Shared calendar
E In Nextcloud, you can create different diaries to manage your events, tasks,
and appointments.
e Create a new diary
Access : Calendar
By clicking on "+ New calendar" you can add a new calendar with or without task
management.
e Addanevent
Access : Calendar
To add an event, click on “+ Event” or on the day you want to add your event. Fill
in the quick registration dialog box and save. If you need to add participants, a
reminder, etc., click on “More details”.
e Calendar sharing
The Nextcloud calendar can be viewed and added to from most email tools, both
on your desktop computer (Outlook, Thunderbird, Mail, etc.) and on your
smartphone (IOS or Android). On the Microsoft online suite, it will only be
available for consultation. You will need to add a third-party utility:

caldavsynchronizer (https://caldavsynchronizer.org) for Outlook.

To do this, you need to retrieve the sharing link and add a calendar to your
application.

o For full access (view and add)

- On adesktop or Android computer: Calendar -> Calendar setting -> Copy
primary CalDAV address
- On i0OS/mac OS: Calendar -> Calendar setting -> Copy primary CalDAV

address
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o For read-only access (view)

With this link you should be able

Edit calendar

to add an agenda in the

destination application.

® rersonsi

+ New cales
Edit calendar
Serslit @ | rersonal

[1 copyembedding code

B Delete share link

Ta configure appointment
@ youremall address mpers Share calendar
settings. [

o Share link

Fig.2.18: How to add an agenda

Focus
l@ Managing permissions and sharing with other users will only be possible
with a multi-user instance of Nextcloud, which is not the case with the free online
single-user version. However, if you log in with the same account on several

workstations, you can access the same calendars as if they were shared.

Shared Contacts

Contacts can be organised in several address books (e.g. Personal and

Business). It is also possible to create groups of contacts that can be used as
a recipient list.
e Creating a new address book

Access: Contact -> Contact settings

Fill in the “Add a new address book” field in the “contact settings” dialog box.
An address book can be shared (see the note on sharing address books and
calendars), exported and deleted.

e (Creating a contact

Click on the button and fill in the fields as required, in particul
address book and/or contact groups fields.

e Contact sharing
Same note for shared contacts as for shared calendars.
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You can also access your contacts from your email client, both on your desktop
(Outlook, Thunderbird, Mail, etc.) and on your smartphone (I0S or Android). You
will need to add a third-party utility: caldavsynchronizer

(https://caldavsynchronizer.org) for Outlook.

To do this, add a network

Address books
address book to your tool and

Acco

[

5 contacts -0 group

paste the retrieve link as shown

s  Aecently contacted
- antaTTs - 0 group

oo G on the left :
+ & Copylin
Access: Contact -> Contact
* import contacts = Downios
B show .
settings

# Rename
W oelete

Fig.2.19: Creating contacts

complete data control, and peace of mind in the cloud!

2.5. General Conclusion & Tips

Recommendations
. Tryton is a full-featured ERP, enabling complete company management. If
you choose Tryton to manage your invoicing, it's probably a good idea to think about

using its complementary modules in your company. On the https://www.tryton.org

home page, you'll find a list of the main features available as standard. Finally, as it is

Free Software, it is possible to extend its functionality very easily.
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Recommendations
Nextcloud enables collaborative working for both very small and very large
companies. It can be extended by adding applications available on this portal:

https://apps.nextcloud.com. However, to be able to use all these possibilities, you will

need to either host it on your servers or take out a subscription with a service

provider.

Both applications require hosting, which can be either on your own machines or with a

hosting provider.

a=> Additional information
G | | o
L&T@ On the website of each of the projects you will find a list of partners
providing services around these 2 software packages, in particular:

e Sisalp: free or professional Tryton hosting (https://boutique.sisalp.fr/)

e Tab Digital: free or professional Nextcloud hosting (https://tab.digital/)

e The Good Cloud: Free or professional Nextcloud hosting

(https://thegood.cloud/)

e Adiczion: Professional hosting for Tryton and Nextcloud (http://adiczion.com)

2.6 Summary

Tryton ERP

Case A of this module shows that small and medium-sized enterprises often face
challenges using manual invoicing tools like Word and Excel, which lead to:
e Manual errors: Frequent mistakes in calculations and data entry.
e Time-consuming processes: Difficulty in managing invoices as the busine
grows.

e Lack of integration: Disconnected systems for accounting, inventory, a
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e Scalability issues: Cumbersome management of documents with increased
invoice volume.
e Inconsistent professionalism: Non-standard invoice formats affecting business
image.
The solution to these challenges is the Tryton ERP. It offers a 3-tier architecture
(database, application server, and client). It can be hosted internally or via external
providers. Tryton’s flexibility and efficiency can address the scaling and integration
issues encountered.
In this module we have seen how to configure Tryton and how to customize invoices to
efficiently manage invoices, automate invoicing tasks, and provide a scalable,

professional, and integrated solution.

NextCloud

Nextcloud is an open-source platform that allows users to store, manage, and share files
and datain a private cloud environment. It consolidates various tools, allowing for better
team collaboration, enhanced data security, and improved workflow efficiency.
NextCloud can be used via a hosting provider or installed on your own server. In this
module we have provided an overview of the NextCloud environment and provided the

procedures to be followed to share files, calendar and contacts.

References
Tryton :

e https://tryton.org

e https://docs.tryton.org

Nextcloud :

® https://nextcloud.com

e https://docs.nextcloud.com
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MODULE DGO3: 0SS Applications for the Marketing and
Communication of TGOs & MSMEs

3.1. Introduction

= This module aims to present two open-source marketing tools that focus on
== building a community around a project or product. It emphasizes engaging
with the right audience—those who will actively use, contribute to, and
advocate for your project—rather than just reaching a broad audience.
The open-source software covered includes Joomla and Omnisend. Joomla excels in
versatile content management and customization for diverse needs, while Omnisend
specializes in e-commerce marketing automation, providing advanced tools like email
and SMS automation and personalized messaging, crucial for engaging MSMEs.
Alternatives like Drupal offer scalability for Joomla, while Klaviyo provides robust e-
commerce-focused email marketing automation as an alternative to Omnisend,
enhancing customer engagement and marketing efficiency. Both Joomla and Omnisend
benefit from strong community support, providing valuable resources and assistance to
users.

These OSS empowers businesses by optimizing marketing and communication strategies

through:

e Flexibility for tool and platform customization, tailored to specific needs.

e Transforming online sales with global reach and personalized shopping
experiences.

® Robust analytics offering insights into customer behavior and market trends,

refining sales strategies to maintain competitiveness.

After the completion of this module, you will
v understand how to effectively use open-source tools like Joomla and O

for marketing, communication, and e-commerce.
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v' be able to customize CMS platforms, create email campaigns, and integrate
social media strategies to engage customers and enhance conversion rates.
v’ analyze real-world case studies demonstrating the application of OSS in solving

marketing challenges.

3.2. Content Management Systems (CMS) Exploring Open-Source CMS Options,

Customization and Scalability in Marketing Operation

== A content management system (CMS) is a powerful marketing tool that
[==4 streamlines the creation, organization, and storage of multimedia and files
for websites. CMS platforms empower marketing teams by allowing individuals without
technical expertise to easily generate, modify, and publish content. This eliminates the
need for proficiency in web development or programming languages such as JavaScript,
HTML, and CSS. With a CMS, marketers can focus on crafting compelling content and

executing strategies swiftly, enhancing their ability to engage audiences and drive brand

growth. The benefits of CMS can be summarised as follows. :

e Autonomously oversee website management tasks
e Swiftly curate and publish content, adapting strategies based on analytics
e Streamline analytics tracking and performance measurement for real-time

adjustments

A retail company can integrate OSS for its e-commerce operations, revolutionizing its
business processes. By implementing 0SS, the company achieves real-time
synchronization between its online and physical stores, ensuring seamless inventory
management and providing customers with up-to-date product availability. T
integration automates order processing, significantly reducing manual labor and e
and speeding up delivery times. Furthermore, the company leverages OSS anal
gain deep insights into customer behavior, preferences, and purchasing

By utilizing OSS communication tools, the company enhances customer in
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providing personalized support and engaging marketing campaigns. These strategic
advantages collectively elevate the customer experience and drive the company’s

competitive edge in the market.

Businesses need a platform that streamlines website layout and template management
to stay competitive. Such a platform ensures a professional and cohesive online
presence, enhancing user experience and engagement. It allows businesses to quickly
adapt to market trends and customer preferences by easily updating their website's
design. Additionally, a robust layout and template platform can save time and resources,
allowing businesses to focus on core activities while maintaining a visually appealing and

functional website.

Joomla, as an open-source CMS software, offers a user-friendly interface for website
creation and content management. Users can customize templates and install
extensions to add various features to their sites, enhancing functionality without

extensive programming. The key Joomla features are:

o Visually professional and technologically advanced templates

o Customizable templates to suit specific needs

o Easy installation of extensions for additional features like photo
galleries, forms, member areas, payment systems, and online

reservation systems.

Take a look at these types of layouts in the next image, they're incredibly easy to create!
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- e - » > »
NEDUL ENVENTS  STORET RPAGES:  GALURY TXNUION

Fig.3.1:Joomla's website layout options

Templates are managed with the Template Manager of Joomla, which is located on the
Extensions menu in the Backend (Administrator) area of the site: here you can change

the color scheme, images and effects, fonts and browse specific solutions for you!

To access the Template Customize feature simply click on the template name under the
Template column.

B{ System » Users » Menus » Content » Components » Extensions = Help » P2demont L -
® Template Manager: Styles 7 Joomlal’
* Detautt || B Eo || LxDuplicate || X Defete Click a template name to edit style ©uep || 2 opions
Style Default Assigned Location  Template = {11}
Fiiter: 7] # Basrd- Frud Shep [ o Ske Beszd 4
-SalactTempl. =] % Baez3 - Dofaul 3 v e Bear3 9
- Select Locati - # Hather - Dafault * Adminigirslor  Haifar 5

ndministralor i 8

I (- G|

## protostar - Dafault She Protesiar 4

Click a template name to edit the template ﬁles/

Fig. 3.2: Template Maneger Joomla

You should now be looking at the image below “Template Manager: C

Template”, where you can click on any file in order to edit it directly in the br
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@ Template Manager: Customise Template Joomilal

Copy Template & Tompiate Proviow B Manage Faldors Dnow Fite © Close

Editor Craate Overrides Template Description

Select a File

You can select from a number of options for customizing the look of

your templates. The Tempiate Manager supports Source files, Image

files, Font files, Zip archives and most of the operations that can be

performed on those files. Just select a file and you are good to go.
O tempiateDetaits xm’ Check the documentation if you want to know more.

D tompiate_prevdew.ong
D) tarnpiate_thumbned.png Docurmentation

Fig. 3.3: Template Manager: Customize Template

a=> Additional Information
Lé} On the Joomla magazine webpage, you'll find numerous websites offering
video tutorials from various creators, helping you fully explore and understand the
potential of this great tool!

Check it out here: Joomla Magazine

3.3 Email Marketing Platforms, Leveraging Open Source for Email Campaigns,

Deliverability and Analytics Considerations

Email Marketing Platforms serve as comprehensive solutions for creating

new campaigns and custom templates, essential for optimizing a wel
defined communication plan.
Key Features:
e Streamlined campaign creation and custom template development.
e Emphasis on effective deliverability strategies:
= Authentication protocols implementation.
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= Sender reputation monitoring.
= Spam content detection.
e Constant monitoring and optimization of deliverability metrics to maintain a
positive sender reputation and ensure consistent email delivery to the target

audience.

In addition to providing fully tailored email content encompassing various options like
articles, videos, RSS lists, products, apps, and events, marketing automation software
such as Omnisend offers robust automation and audience segmentation features. These
capabilities facilitate the generation of comprehensive analytic reports, crucial for

optimization and informed marketing strategy development.

Omnisend's Segments page allows MSMEs and TSOs to categorize audiences by
demographics, behavior, and engagement. This targeted approach enhances marketing
efficiency with personalized messaging, boosting conversions for MSMEs and improving
engagement with donors and beneficiaries for TSOs, ultimately supporting strategic

marketing goals effectively.

Take a look at the Segments page, it’s so useful to organize your work!

n Dusbboerd  Compeigms Avtomasin  Forms  Audence Rigorts ° -

Segments

Segreerns  Prebult segrants  Dumionws beskdown  Wrger Esports oy

Cowate segoem

cry
Corvert
Seumtey

Cunromer By o

Oele of sdoton
Emal aodres 2 n
St nars

Gende

© -

Fig. 3.4: Segment Omnisend page
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a=> Additional Information
L&_ On their website you can find a tutorial about audience segmentation! Click

here!

One excellent feature of Omnisend is its ability to create eye-catching forms that can

significantly increase public interest in the website.

In a scenario where a small jewelry e-commerce business wants to boost newsletter
sign-ups, Omnisend's Form Editor proves invaluable. It allows customization of a visually
appealing signup form on their website, offering incentives like first-purchase discounts.
Integrated with Omnisend's platform, it automates subscriber management and
personalized email campaigns based on customer preferences, enhancing engagement
and sales conversion effectively. Here’s how you can create a form on Omnisend

website!

1. After logging into your account, click on the “Forms” section located in the main

selection tab at the top of the website.

¢ > O = appomnsend.cony/dashboard/gaals SNYTY L @

n Campaig Forms  Audience  Reports ::‘,:‘_’:”":mu:_;__’w;_'_‘
Good morning, Tommaso S \
Goals  Overview Live View

Welcome to Omnisend.
Powerful all in one marketing
solution tailored for ecommerce
businesses.

To get the most out of Omnisend:

11900 tanes & few miwtes

b

[ ting your store

you to:

TRAGK YOUR PERFORMANGE

CONVERT VISITORS INTO SUBSCRIDERS DRIVE SALES WHILE YOU SLEEP

Fig. 3.5: Omnisend main page
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2. Now click on “Preview and launch form” located in the middle of the page.

€ + C % sppomnisend.com/forme/ist Cha L O
n Dashboard Campaigns Automation Forms Audience Reparts DemoDigh
tammazc. raliesed38? @ gmal som

Collect email & SMS subscribers from
day one with eye-catching forms

Preview and launch form

Fig.3.6: Form section

3. Here, you can customize your form as desired and select the visibility type,

frequency, etc.

ﬂ Email & SMS branded Multi-step welcome discount  Fon L Zape L Cloze W
Hems Text Layout
@ 2]
e Taxt styls
Legal
E
il anaan 3| = Heading Medium v |
= = — =E
e o GET 10% OFF YOUR FIRST .
(n) = ' Lina haight
Balr Crpiin And be the first to hear about our new product drops! 125
© [ Enter your email ] Golor
Redobution  Checkbox Welo000
ol = “
Taet Bution
(] ==
Image. Lina j Epace n”‘“"? =t
A omnisend
23 e
vmes of Canrtidowm
forture fimer Fadding
Layouts l_":_ew::

Fig. 3.7: Form customization
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4. When you’re good to go, you can save it or enabling it straight to your website clicking

“Enable” on the top right corner!

Save & Close ~

Text Layout

Text style

Heading Medium ~

Fig. 3.8: Zoom on Enable section

3.4 Social media strategy with OSS

Digital marketing encompasses leveraging an array of internet-based

channels and technological tools to advertise and market products or
services. Its primary objective is to establish connections with specific demographics,
actively engage them, and shape their buying choices using precise and quantifiable

digital marketing methodologies.

Here are two scenarios along with solutions to improve your social media strategy using

Joomla and Omnisend:

1. Difficulty in managing and publishing consistent content across multiple social

media platforms.

o Solution: Implement Joomla as your centralized content managem
system (CMS). Use Joomla's extensions to streamline content creatio
scheduling.You can find a great number of extensio

www.extensions.joomla.org,
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Fig. 3.9: Joomla extension page

choose the one that suits your project best and click on the download button on
the top-right side of the page. It will be installed in a matter of seconds! Take a

look at the next image!

Joomla! Extensions Directory™

IALNTED MISCUTT ON Al

.

LTOOKH UMENOT TOFA

P & Rk [ e P
Moek )
-

Introduction

Fig. 3.10: Program schedule Joomla extension main page

o Integrate Omnisend to automate content distribution via email ¢

linked to social media posts, ensuring timely and consistent messa
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Here’s a video tutorial that will guide you step by step in designing and

B> delivering your first email campaign on the platform! Check it out!

Omnisend Academy Fundamentals: Design & Send Your First Email Campaign

2. Inefficient customer engagement and response times on social media channels.

o Solution: Utilize Joomla's community extensions to enhance customer
support capabilities directly on your website.

You can use Joomla Issue tracker extension: this tool support staff to

organise incoming queries or issues in an efficient manner, helping to

provide a swift and efficient response.

jE— Jowadont & Cxmeet v & L rrvieedy & g

Joomla! Extensions Directory™ m Launcn f

ey =
W—

|

4 OEY SIUE TRADKER (V18 11)

Introduction

Issue Tracker

Fig. 3.11: Issue tracker extension

O Integrate Omnisend's email automation for personalized responses to

inquiries received via social media.

This is one of many tutorial video about this topic you can find on YouTube:
>

Email Automation Tutorial: Everything You Need to Know
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By addressing these scenarios with Joomla and Omnisend, businesses can streamline
content management, enhance customer engagement, and improve campaign

performance on social media channels effectively.

3.5 Marketing and Communication Optimization with OSS. Implementing 0SS
solutions for inventory management, order processing, marketing and

communication analytics.

Open-source software (OSS) serves as a versatile toolset for managing

inventory, order processing, and analytics, offering robust pillars to
streamline processes, elevate decision-making, and enhance overall efficiency in various

operational areas.

Order Processing: Open-source platforms introduce automation and standardization to
the fulfilment process with features like order tracking, integration with e-commerce
platforms, and connectivity with payment gateways and shipping providers. This

expedites order processing, enhances accuracy, and boosts customer satisfaction.

Photo source
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There are several extensions available that serve as excellent tools for managing
marketing operations. RolandD Cyber Produksi offers four notable extensions: Ro
Payments, which facilitates payment gateway integration; Single Sign On, allowing users
to access multiple applications with a single login; Ro Users, simplifying user
management; and Ro CSVI, streamlining the import and export of data. These tools

collectively enhance the efficiency and effectiveness of marketing management.

RO = I no

RO PAYMENTS SINGLE SICN ON
THE PAYMENT SINGLE
CATEWAY

RO Payments

RO RO

RO USERS i RO CsVi
USER MANAGEMENT IMPORT & EXPORT
THE EASY WAY WITH EASE

Fig. 3.12: the four options provided by RolandD Cyber Produksi

RO CSVI enables you to import and export data into and from different Joomla

components. Every component features its own import and export types to allow
control over every part of the component. As you can see in the figure below, this
feature gives the user comprehensive flexibility and precision in managing data. This
capability is crucial for maintaining accurate and up-to-date information across yo
Joomla site, ultimately enhancing your marketing operations by ensuring seamless

integration and management.
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Fig. 3.13: RO CSVI Template fields

3.6 Leveraging open-source e-commerce platforms for online sales and

transaction management.

Utilizing open-source e-commerce platforms as transaction managers offers

substantial benefits for your online business:

e Customizability: Provides unparalleled flexibility by seamlessly integrating with
third-party applications, payment gateways, and shipping providers.
e Security and Transparency: Continual community review ensures

vulnerabilities are quickly addressed, enhancing security and transparency.

e Scalability: Handles high volumes of online traffic and supports complex
integrations for seamless growth.

e Ownership and Independence: Grants complete control over your online store,
free from restrictive licensing agreements.

e Cost-effectiveness: Free to use, allowing efficient resource allocation and
reduced overall costs.

e Developer Community Support: Active communities offer invaluable su

troubleshooting, and innovative feature exploration at no additional co
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Ecwid e-Commerce Shopping Cart for example is a robust and user-friendly extension
that effortlessly integrates with your Joomla website! On the main page you can easily

follow every step suggested by Ecwid guide in order to get your business on track!

In the next image you can see how it will be presented to you!

Your online store
website is ready! Srioals fof puw ol Ao o S e we 0
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Fig. 3.14: Getting started with Ecwid

In the last section you can choose your preferred shipping method and apply it,

New Shipping Method

e 1 o0 3 Setect Now you D your godds

uses
Bt e AP 5 i s e 1Y i

we

L 21 gy st

Peatn

Fig.3.15: Getting started with Ecwid
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Fig. 3.16: Getting started with Ecwid

and even choose the location from where you’ll ship your products!

MNew Shipping Method
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Fig. 3.17: Getting started with Ecwid
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3.7 Real-world Examples of Open-Source Software Implementation in marketing

From small start-ups to multinational corporations, organisations across

various industries are leveraging the power of open-source solutions to

streamline processes, reduce costs, and drive innovation in the marketing

world.

Through some examples, we uncover the diverse applications and benefits of open-
source technologies in practical settings, shedding light on the transformative potential

of community-driven development and collaborative software solutions.
In this regard, two different examples are presented regarding:

e AES Technologies (Joomla)
e Snatcher Online (Omnisend)

These examples highlight how open-source tools can be tailored to meet specific
business needs, demonstrating their potential to foster innovation and efficiency in the

ever-evolving marketing landscape.

Check this out!

©)

pDoo

Example 1-Joomla in Digital Marketing: AES Technologies

AES Technologies began as a small IT solutions firm dedicated to providing

comprehensive e-commerce and web development services. Over the years, the
company grew by consistently delivering innovative solutions tailored to their clients'
unique needs. They expanded their offerings to include advanced CMS development,
custom software solutions, and digital marketing services. Through a focus on client
satisfaction, quality, and cutting-edge technology, AES Technologies established itself
as a trusted partner for businesses looking to enhance their digital presence and

operational efficiency.
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Problems solved with Joomla

AES Technologies highlights Joomla as an ideal CMS for enterprise solutions due to its
ease of use, flexibility, and robust feature set. Joomla's extensive community support,
multi-language capabilities, and efficient content management make it suitable for
various organizational needs. The case study emphasizes Joomla's effectiveness in
managing complex tasks, enhancing user experience, and ensuring security. AES
customizes Joomla to improve SEO, integrate social media, and support multi-

language users, providing significant cost savings and operational efficiencies.

Have a read AES Joomla Case Study. to understand the key problems solved and the

advantages of the tool!

Check this out!

ooo

©)

Example 2 - Omnisend in Digital Marketing: Snatcher Online

Snatcher Online, founded in 2015 in South Africa, is a dynamic e-commerce retailer
offering a wide range of products, from electronics to homeware. The company
focuses on providing competitive pricing and excellent customer service, quickly

gaining popularity in the online shopping market.

Problems solved with Omnisend

Before using Omnisend, Snatcher struggled with high cart abandonment rates and
inefficient customer engagement. Omnisend's automation helped them recover lost
sales, streamline their marketing efforts, and enhance customer interactions. This led
to increased customer retention and higher sales conversion rates, contributing to

significant financial growth.
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Financial Impact of Omnisend Implementation

e Automated Sales Revenue: $120,000 in recovered sales through cart
recovery automation.
e Revenue Increase: 74% increase attributed to email automation solutions.

e Customer Engagement: Enhanced engagement and sales conversion rates.

These improvements underscore the substantial impact of Omnisend on Snatcher's

financial performance and operational efficiency.

Here you can find more info about this case study: Omnisend case study.

3.8 Summary

This module provides a comprehensive overview of how open-source software (OSS)
can be leveraged to optimize marketing and communication strategies for MSMEs and
Third Sector Organizations (TSOs). The module highlights the importance of engaging
with a targeted audience and demonstrates the use of Joomla for content management

and Omnisend for email marketing automation.

Participants are introduced to the versatility and scalability of Joomla, which allows for

the creation and management of a professional online presence without requiring
advanced technical skills. The module also delves into the specifics of email marketing,
covering critical aspects such as deliverability, segmentation, and automation, all

facilitated by Omnisend.

In addition to exploring tools for content management and email marketing, the m
addresses the integration of social media strategies with OSS, helping busij

maintain consistent and engaging content across platforms. The practical be
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open-source e-commerce platforms are also discussed, with a focus on how they can

enhance transaction management and customer satisfaction.

Real-world case studies provide tangible examples of how businesses have successfully
implemented OSS solutions to overcome marketing challenges, improve operational
efficiency, and drive growth. Overall, the module equips participants with the
knowledge and skills to effectively utilize open-source tools in their marketing and

communication efforts.
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4.1. Introduction

== In the dynamic environment of third-sector organizations (TSOs) and micro,
small, and medium-sized enterprises (MSMEs), efficient project management
is pivotal for success. This learning module is designed to equip learners with
comprehensive knowledge and practical skills in utilizing open-source software (OSS)
applications tailored specifically for project management within these organizations. By
focusing on ProjectLibre, a prominent OSS tool, this module aims to provide participants
with the ability to streamline project oversight, enhance planning and monitoring, and
optimize resource management.
ProjectLibre is an OSS that stands out due to its comprehensive feature set designed for
project management. It is particularly beneficial for TSOs and MSMEs because it
provides a cost-effective solution without sacrificing functionality. ProjectLibre offers
robust tools for project planning, scheduling, and resource management, which are
essential for organizations operating with limited budgets and resources.
While ProjectLibre is the focus of this module, alternative OSS tools such as Redmine,

GanttProject and OpenProject can be considered. Each of these alternatives offers

unique advantages:

+ Redmine: Offers extensive customization options and a wide range of features,
including scheduling, Gantt charts, document management, and issue tracking.
Its support for plugins enhances its functionality, making it a flexible choice for,
diverse project management needs.

+/ GanttProject: Known for its simplicity and ease of use, making it an ex

choice for smaller projects and teams new to project management soft
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+ OpenProject: Provides comprehensive project management features with a
focus on collaboration and Agile project management, ideal for teams looking
for more flexibility.

Despite these alternatives, ProjectLibre is selected for this module due to its balance of
advanced features, ease of use, and compatibility with existing project management

practices commonly found in TSOs and MSMEs.

After the completion of this module, you will
v" Understand the key features of ProjectLibre and its role in project management
for TSOs and MSMEs.
v" Learn how to create and manage tasks using ProjectLibre.

v" Use Gantt charts, WBS, and RBS to organize project timelines and resources.

4.2. Getting started with ProjectLibre and becoming familiar with its key

functions serving project management

=———1] Suppose you are a project manager embarking on an exciting journey to
==, launch your company's new advertising campaign using ProjectLibre. You
start by easily downloading and installing the software. Next, you create a new project,

entering the project name, assigning yourself as the manager, and setting the key dates.

As you explore the intuitive ribbon bar, you quickly become familiar with the powerful
features that ProjectlLibre offers, setting you up for a streamlined and successful

campaign.

How does the ribbon bar in ProjectLibre help you streamline your project

management tasks?
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ProjectLibre is a free open-source project management software developed

by Marc O'Brien and Laurent Chretienneau. It is designed to manage the

entire project life cycle, from resource management and cost control to comparing
planned and actual progress, making it an ideal alternative to Microsoft Project for small
and medium-sized businesses. It supports multiple operating systems (Linux, Windows,
and Mac 0S), is compatible with various versions of MS Project, and is used globally in

over 200 countries.

Key features of ProjectLibre include:

cost resource task
management management management

Gantt chart report
creation generation

Advantages of ProjectLibre include the ability to set milestones, organize mul

projects, a simple and intuitive user interface, and rapid project planning.
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ProjectLibre is designed to be user-friendly, with most data entered into tables similar
to Excel. Once your data is entered, ProjectLibre automatically generates diagrams,

Gantt Charts, and a Work Breakdown Structure (WBS).

Focus
Necessary configuration for using ProjectLibre involves creating a new

project.

In order to set up the new project, follow these simple steps:

1. Download ProjectLibre from https://sourceforge.net/projects/projectlibre/ and

install it.

2. Name the new project (e.g. “DIGITopen”), assign a manager (e.g. “Jane Smith”),
and set a start date (e.g. 2.07.2024). You can also deselect the “Forward
scheduled” option and set a finish date — in which case the software will backward

schedule to determine the start date.

a5 Mew Project x

Project Mame: |DIG1Tuper| |

Manager: |Jar1e Smith |
StartDate:  02.07.24 'v| [ Forward scheduled
Motes:

| oK || Cancel || Help |

Fig. 4.1: Image source: ProjectLibre.

3. Familiarize yourself with the ribbon bar at the top. Under the “File” menu, y
create, open, and print project files. The "Task" menu offers multipl
including Gantt charts and Work Breakdown Structure (WBS). These vi
manage tasks by cutting, copying, pasting, indenting, and outdenting
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summary structures. Under the “Resource” menu you can create a resource pool
and assign resources to tasks. The “View” menu allows you to review the

components mentioned above.

L ProjectLibre. \)- ‘E - : 3

File Resource View
ket Open 9 Close = Print — # Information Save Baseline
H @ Naw . Preview T=1] ™ calendar Clear Baseline
Save H Save as =~ PDF Projects == Projects Dialog  Update
File || Print || Project

Fig. 4.2: Image source: ProjectLibre.

Check this out!

E &) Most frequently, ProjectLibre is utilized by companies situated in the
United States within the Information Technology and Services sector. It is commonly
adopted by companies boasting employee counts ranging from 1000 to 5000 and
revenue exceeding $1000 million. Famous companies that use ProjectLibre include
Fujitsu Ltd., Cisco Systems, Inc., and Lenovo Group Ltd. The fact that large and world-
renowned companies employ ProjectLibre serves as evidence of its quality and
adaptability.

Read more: https://enlyft.com/tech/products/projectlibre

4.3. Work Breakdown Structure: dividing the delivery workload into easy-

to-manage tasks

A Work Breakdown Structure (WBS) involves breaking down a proj

increasingly detailed levels until the desired level of detail is reac
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tasks, and work packages. This detailed breakdown is essential for creating a project
plan that allows for tracking at the right level of detail. As the project advances, the WBS
framework helps to assess the schedule and cost performance. Cost information
aggregates up the WBS hierarchy, summarizing at each level, and enabling the tracking
of cost accounts, variances, and earned value. This tracking should be done at a
measurable level based on progress and assigned responsibilities, making the WBS an
effective tool for communicating with stakeholders and customers.

Imagine a non-profit organization planning a community health awareness campaign.
The Work Breakdown Structure (WBS) would help them break down tasks into
manageable parts: defining campaign goals, recruiting volunteers, creating educational
materials, and securing event locations. Each component ensures clarity in
responsibilities and facilitates

effective communication with stakeholders. Similarly, a small manufacturing company
launching a new product line would use a WBS to organize tasks such as market
research, product design, production planning, and marketing strategy. This structured
approach enables them to track progress, manage costs, and adjust timelines as needed,

ensuring efficient project management and successful product launch.

How does breaking down the project into detailed tasks and subtasks help you

manage the product launch more effectively?

How can you use the ProjectLibre OSS to make the Work Breakdown Structure of

your project?
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Fig. 4.3: Image source: https://www.youtube.com/watch?v=0myIZvgOclLk

Imagine being a project coordinator at an innovative tech startup, tasked with
organizing a groundbreaking product launch using ProjectLibre. You begin by breaking
down the project into high-level tasks such as marketing, development, and logistics.
Within the marketing category, you create detailed sub-tasks like social media
campaigns, email marketing, and press releases. By indenting these tasks, you craft a
clear and comprehensive Work Breakdown Structure (WBS), enabling you to track

progress seamlessly and allocate resources with precision.

Configuration of Work Breakdown Structure in ProjectLibre

In order to configure the Work Breakdown Structure in ProjectLibre, follow

these steps:
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1. Insert tasks and tasks groups. You can do it in the “Task” menu. Insert task names into

proper Excel-like cells and set the dates. You can click on “Indent” to create a summary

bar, which can be expanded or collapsed as needed. Below we will use an example of

the case described above.

(] Name Duration Start Finish
1 EMarketing 32 days |02.07.24 08:00 14.08.24 17:00
2 Social media campaigns 30 days | 02.07.24 08:00 12.08.24 17:00
3 E Email marketing 30 days | 04.07.24 08:00 14.08.24 17:00
4 ﬁ Press releases 6 days|08.07.24 08:00 15.07.24 17:00
5 ElDevelopment 28 days [03.07.24 08:00 09.08.24 17:00
6 E Feature finalization 6 days|03.07.24 08:00 10.07.24 17:00
7 ﬁ Testing and QA 18 days|11.07.24 08:00 05.08.24 17:00
8 ﬁ Launch preparation 4 days | 06.08.24 07:00 09.08.24 17:00
9 @ ElLogistics 24 days (03.07.24 09:00 06.08.24 09:00
10 ﬁ Event planning 22 days |03.07.24 09:00 02.08.24 09:00
11 ﬁ Product distribution 18 days | 03.07.24 09:00 29.07.24 09:00
12 @ Launch event execution 7 days|26.07.24 09:00 06.08.24 09:00

Fig. 4.4: Image source: ProjectLibre.

2. If you have already introduced the Resources (see next topic 4.4), you can also

assign them to particular tasks, either by clicking on an appropriate “Resource

Predecessors

Resource Names

i8] Name Duration Start Finish
1 EMarketing 32 days 02.07.24 08:00 14.08.24 17:00
2 Social media campaigns 30 days 02.07.24 08:00 12.08.24 17:00
3 E Email marketing 30 days 04.07.24 08:00 14.08,24 17:00
4 ﬁ Press releases 6 days 08.07.24 08:00 15.07.24 17:00
5 EDevelopment 28 days 03.07.24 08:00 09.08.24 17:00
[3 E Feature finalization 6 days|03.07.24 08:00 10.07.24 17:00
7 ﬁ Testing and QA 18 days 11.07.2408:00 05.08.24 17:00
8 ﬁ Launch preparation 4 days 06.08.24 07:00 09.08.24 17:00
9 E ElLogistics 24 days 03.07.24 09:00 06.08.24 09:00
10 ﬁ Event planning 22 days 03.07.24 09:00 02.08.2409:00
11 ﬁ Product distribution 18 days 03.07.24 09:00 29.07.2403:00
12 E Launch event execution 7 days|26.07.24 0%:00 08.08,240%:00

Alice
Benjamin
Charlotte

Daniel
Emma
Frederick

George
Henry
Isabella

name” cell and inserting the name manually, or by double clicking on the cell and

choosing the resource(s) from the list. You can also use the button “Assign

Resources”.

3. The indentation (and, if already introduced, the resource allocation — se

4.4) translates to the WBS view, reflecting the structure and allowing
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analysis on specific areas. Just click “WBS” and review your Work Breakdown

Structure.

Marketing

Cost B2ES zt

Budget S256 zt

+ ¥ R

Social media campaig... Email marketing Press releases
Cost 3800 =zt Cost 3840 zt Cost 816zt
Budget 2800 =t Budget 2840 zt Budget 5168zt

Fig. 4.6: Image source: ProjectLibre.

5 The video provided below offers step-by-step guidance and visual
>

demonstrations to help you manage and streamline your project tasks
effectively. Enhance your ProjectLibre skills and ensure your project's success with
this valuable resource!

Managing projects using Work Breakdown Structures in ProjectLibre

Case Study: Siemens Spain uses WBS in ProjectLibre for new product line

management

Siemens Spain used ProjectLibre’s Work Breakdown Structure (WBS) for the rollout of

a new line of renewable energy products. Due to the complexity of managing

numerous product development stages—ranging from initial research, regulatory
compliance with Spanish and EU standards, and production to marketing—the
company broke down the project into manageable components using WBS. This
allowed Siemens to assign specific teams to each phase, improving both the accuracy
of the timeline and budget adherence. The structured approach enabled Siemens to
launch their product ahead of schedule, showcasing the utility of OSS in large-scale
industrial projects. For more about Siemens Spain's projects, visit Siemens Spain

website.
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4.4. Resource Breakdown Structure: micro-managing resource

components

== The Resource Breakdown Structure (RBS) is a crucial tool for project
g management. It changes the focus from work-based project performance to
a detailed breakdown of resources, ranging from a high-level summary to specific work
packages. The RBS aids in the oversight, management, and evaluation of projects based
on their resource utilization.
It is designed to be flexible for internal management use, whereas the Work Breakdown
Structure (WBS) is often used to communicate with stakeholders or customers. The RBS
offers similar performance insights but emphasizes resources, organizing them from
overall summaries to detailed levels. This allows for performance assessments of
different groups, such as software teams, testing teams, and marketing teams.
Additionally, the RBS facilitates the comparison of planned versus actual costs and
variances, providing project managers and executives with a valuable tool to evaluate
plan execution and identify potential discrepancies. It helps pinpoint areas where the

project scope may have been misunderstood, poorly planned, or where execution is

falling behind.

How does the Resource Breakdown Structure (RBS) differ from the Work Breakdown

Structure (WBS), and how does it contribute to effective project management?

How can you use the ProjectLibre OSS to make the Resource Breakdown Structure of

your project?

Picture yourself as a project manager in a construction firm, overseeing the in
renovation of a historic building. With ProjectLibre, you can create a me
Resource Breakdown Structure (RBS) to manage all project resources efficiently.

categorize resources into labor, materials, and equipment, further dividing
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sub-categories. Assigning costs to these resources ensures accurate budgeting and

optimal resource allocation throughout the project's lifecycle, helping you preserve the

building's heritage with expert precision.

S = m voject WES .. -
“ProjectLibre. | - IO ) B
| o= ———— File Task Resource | View L‘a‘_ﬁ[» E3l (7}
[ i 4 RES Zoom Cut r‘ Copy 4 Iesert » o dndent < Information o Find
_— 1% Besource Usage 4 Cu e Oulete -« Outdent ™ Calendar
RESOUTERS gy oo 10 Paste R
Views Cliptoard Resource

Semrany

Coat
Hadort

x
Ty [ dotere Mniy Marc1h
b Cont P Wi <

Yedex
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Fig. 4.7: Image source: https://www.youtube.com/watch?v=hblja3yL6w0

Configuration of Resource Breakdown Structure in project Libre

In order to configure the Resource Breakdown Structure in ProjectLibre,

follow these steps:

1. Click on the “Resource” menu. Check the resource pool where a series of
resources can be entered. Note that this list does not have an indentation
structure and it does not summarize costs and schedules.

2. Input the resources using Excel-like cells. Ensure each resource has relevant

details: work type, rates, and cost per use (applicable for material resource).
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3. Assign costs to resources by entering relevant information. Costs can be prorated
(“to prorate” means to adjust the cost of something to reflect only the price of
what is used), front-loaded (applied disproportionately to elements of the work
that take place early on during a project or part of a project), or end-loaded
(applied disproportionally to elements of the work that take place towards the
end of a project or its part). You can also set up different calendars for various
resources as needed. Coming back to the case described above, let’s assume
you’re hiring 3 construction workers — Xavier, Yolanda and Zachary — with

different standard and overtime rates, and different base calendars.

@ Name - Type E-m...Mat... Initials .. Max. Units Standard Rate Overtime Rate .. Accrue At Base Calendar
{i} Xavier Work ¢ 100%: 25 zhhour 45 zhfhour ... Prorated Standard
2 {;} Yolanda Work v 100% 30 zhhour 40 ztfhour ... End Night Shift
3 {;} Zachary Work. Z 1009 35 ztfhour 70 zhthour ... Prorated Standard

Fig. 4.8: Image source: ProjectLibre.

&

Now you can set up a budget. Switch back to “Task” and then to “Gantt”. You
can save a baseline (“Save Baseline”) for the entire project or selected tasks to
establish a budget.

CProjectLibre. ) ™

File

Resource View

— MNetwork . Zoom In Copy || & Insert | b Indent  Link | & Information H'C: Assign Resources  #4% Find
WES A, Zoom Out l o TE &= Delete | 4 Outdent | <. Unlink | ™ Calendar Save Baseline “ Saoll To Task
Gantt [%& Task Usage Paste | T | Notes Clear Baseline Update

Fig. 4.9: Image source: ProjectLibre.

5. Configuring the Resource Breakdown Structure and establishing a budget will
also affect the WBS, as shown in Fig. 7 (Topic 4.3).
Watching this video will significantly improve your ability to manage project
> resources in ProjectLibre. It delivers clear, practical insights into setting up
and optimizing your Resource Breakdown Structure, making resource management and
budgeting more efficient.

ProjectLibre Resource Breakdown Structure
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4.5. Gantt charts

==—| A Gantt chart, widely used in project management, is a graphical
= representation of a project schedule. It typically showcases tasks on the
vertical axis and their respective timeframes on the horizontal axis. The bars on the chart
indicate the start date, duration, and end date of each task. This visual tool offers various
insights, such as displaying all project activities, highlighting task durations, illustrating
overlaps between activities, showing task dependencies, and identifying the critical path
of the project.
For example, a TSO planning a community outreach program can use a Gantt chart to
see when community surveys start and end, overlap with workshop organization, and
lead into an awareness campaign. Similarly, an MSME launching a product can visualize
market research, development, marketing campaign, and launch phases to manage
timelines and dependencies effectively. Gantt charts help these organizations
streamline project management and ensure projects stay on track for successful
completion.

How can you use the ProjectLibre OSS to create a Gantt Chart?

Imagine leading a team at a software company to develop a cutting-edge mobile app.

As a project manager, you decide to harness the power of Gantt charts in ProjectLibre

to keep track of tasks and deadlines. You create a Gantt chart that visually maps out the
project schedule. This timeline visualization allows you to monitor progress, adjust
schedules, and ensure your team stays on track, ultimately driving the successful launch

of the app.

How can your team benefit from using a Gantt chart to manage the developme

the mobile app, and what insights can you gain from it?
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Focus
l@ In ProjectLibre, a Gantt chart will be configured automatically once you have

prepared the Work Breakdown Structure and the Resource Breakdown Structure!

Simply go to the “Task” menu (or alternatively, the “View” menu) and click on “Gantt”.

Your Gantt chart will appear.
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Fig. 4.10: Image source: ProjectLibre

a= Additional Information

L@% You can find additional, advanced information on the Gantt chart

customization in ProjectLibre in the link below:

Gantt ChartGuide to Using Project Libre
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Case Study: UK charity uses Gantt charts to manage COVID-19 response

efforts

During the COVID-19 pandemic, the British Red Cross relied on Gantt charts in
ProjectLibre to manage their extensive relief operations across the UK. By visualizing
task dependencies and timelines, the charity was able to coordinate efforts such as
food deliveries, volunteer mobilization, and medical equipment distribution. Gantt
charts allowed them to efficiently manage overlapping tasks in various regions while
ensuring that critical path activities were completed on time. Their ability to adapt and

respond to the crisis was greatly enhanced by ProjectLibre’s visual planning tools.

For more about British Red Cross projects, visit British Red Cross.

Practical Activity
ACTIVITY
‘@\ Describe a hypothetical TSO or MSME project, including objectives and
scope. Create a WBS and RBS using ProjectLibre. Develop a Gantt chart for the project
timeline. Summarize key points and reflect on the impact of ProjectLibre on project

management.

Additional information

o Here are several websites and resources where you can stay updated on

.E] open-source software (OSS) developments, especially for
o)

project

management and business operations:

1. OpenSource.com
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O A comprehensive platform for news, tutorials, and trends related to
OSS. It covers a variety of sectors, including business, education, and
project management tools.

2. ProjectLibre Official Site

o The official website for ProjectLibre, offering updates on new releases,
community discussions, and resources related to open-source project
management software.

3. GitHub

O GitHub hosts thousands of open-source projects, allowing you to
follow updates, contribute to projects, and explore new OSS tools for
various needs, including business and project management.

4. Redmine

O A site dedicated to Redmine, another powerful open-source project
management tool. The site provides updates, community forums, and
detailed documentation for users.

5. TechRepublic - Open Source

o TechRepublic covers the latest trends, news, and reviews on open-
source software, including project management solutions. It’s a great
resource for keeping track of the latest OSS developments in business

and technology.

6. SourceForge

SourceForge is a hub for finding, downloading, and reviewing open-source software,
including project management tools like ProjectLibre. It’s a valuable resource to keep

up with new OSS projects and updates
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Reflection Questions

Did you create a Gantt chart for your project? Were you able to assign

resources using RBS in ProjectLibre? How does breaking down tasks with

a WBS improve your project management?

4.4. Summary

Module DGO4 focuses on the use of open-source software (OSS) for project
management in Third Sector Organizations (TSOs) and Micro, Small, and Medium-sized
Enterprises (MSMEs). The primary tool discussed is ProjectLibre, an affordable, feature-
rich OSS solution for planning, scheduling, and resource management. Other
alternatives like Redmine, GanttProject, and OpenProject are mentioned for their

unique capabilities.

The module guides learners through the basics of ProjectLibre, from project setup to key
functions such as task management, creating Work Breakdown Structures (WBS), and
generating Gantt charts. WBS helps break down projects into smaller, manageable tasks,
while Resource Breakdown Structure (RBS) focuses on categorising resources like labour
and materials. These structures enable efficient resource allocation and cost tracking in

ProjectLibre.

Gantt charts offer a visual timeline of project activities, helping teams monitor progress

and manage dependencies. The module includes a practical activity for learners to
create WBS, RBS, and Gantt charts for a hypothetical project, reinforcing the practical

application of OSS tools in managing projects for TSOs and MSMEs.
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MODULE DGO5: 0SS Applications for the Cybersecurity of TGOs and
MSMEs

5.1. Introduction

— In this module, we will give an introduction to cybersecurity, the importance

% of end-user education and we will focus on a particular software, Bitwarden,
an open-source solution for password managers!

The module is designed to equip you with the essential knowledge and skills to leverage

open-source software effectively while maintaining robust cybersecurity practices. It

addresses the growing importance of open-source solutions in the context of small and

medium-sized enterprises (MSMEs) and third-sector organizations. (TOs).

In a world where cyber threats are ever-present, password security has become a critical
aspect of protecting digital assets. Given that cybersecurity represents a very broad field
containing several elements, the module will focus on the basics of the concept, and it
will present some key tools for information security (password management), and end-

user education.

In this module of the DigitOpen Toolkit we do not aim at training the staff of MSMEs and
TSOs to become cybersecurity experts. This requires years of studies and very specific
skills and knowledge. We will rather tackle the issue of cybersecurity from a different

angle: how can any employee or volunteer in an organization put in place very simple

and effective strategies to prevent cyber risks?

Before providing answers to that, let’s start with a simple definition of cybersecurity:
“Computer security, cybersecurity, digital security, or information technology security (IT
security) is the protection of computer systems and networks from attacks by malici

actors that may result in unauthorized information disclosure, theft of, or dama
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hardware, software, or data, as well as from the disruption or misdirection of the services

they provide.”?

We have presented in module 1 how and why OSS can contribute to an increased
security of a software and in this module, we will present a very solid OSS for password

management. But as we mentioned, the most powerful tool remains education.

After the completion of this module, you will
v" be introduced to the key concept of cybersecurity and how open-source
contributes to it
v" have a good understanding of some of the key elements of cybersecurity, namely
information security, network security, recovery planning and end-user
education

v" become acquainted with some OSS software for cybersecurity

5.2 The Importance of Cybersecurity Education for Small Organizations

In today's digital age, cybersecurity has become a critical concern for

organizations of all sizes. While large corporations often have the resources
to implement robust security measures, small organizations frequently lack

the same level of preparedness. This disparity makes them attractive targets for

cybercriminals. Cybersecurity education is essential for small organizations to protect

their assets, maintain customer trust, and ensure long-term viability.

5 Watch the video from the EU Parliament on the need for a strong
B>

cybersecurity strategy.

3 Schatz, Daniel; Bashroush, Rabih; Wall, Julie (2017). "Towards a More Representative Defini
Cyber Security". Journal of Digital Forensics, Security and Law. 12 (2)
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Growing Cyber Threat Landscape

Eu The cyber threat landscape is continuously evolving, with attackers

employing increasingly sophisticated techniques. Small organizations are
particularly vulnerable due to their limited resources and often outdated security
practices. According to a report by the Ponemon Institute, over 60% of small businesses
experienced a cyber-attack in the past year, with the average cost of a data breach
reaching $3.86 million globally. These statistics underscore the urgency for small

organizations to prioritize cybersecurity education.

Protecting Sensitive Data

E One of the primary reasons for emphasizing cybersecurity education is the

protection of sensitive data. Small organizations often handle valuable
information, including customer data, financial records, and proprietary business
information. A data breach can lead to severe consequences, including financial losses,
legal penalties, and reputational damage. Educating employees about the importance
of data protection and best practices for securing information can significantly reduce

the risk of data breaches.

Building a Cyber-Aware Culture

[(==4 Cybersecurity education fosters a culture of awareness and vigilance within

an organization. When employees understand the potential threats and their

role in mitigating them, they are more likely to adhere to security policies and practices.
This cultural shift is crucial, as human error remains one of the leading causes of security
breaches. Training programs can cover various topics, such as recognizing phishing
attempts, using strong passwords, and safely handling sensitive information.
embedding cybersecurity into the organizational culture, small businesses can cre

proactive defense against cyber threats.
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In the event of a cyber-attack, a swift and effective response is vital to minimize damage.
Cybersecurity education equips employees with the knowledge and skills needed to
respond to incidents promptly and efficiently. Training can include simulated attack
scenarios, which help employees practice and refine their response strategies. By being
prepared, small organizations can reduce downtime, limit financial losses, and recover

more quickly from cyber incidents.

Watch the video by ENISA, the European Union Agency for Cybersecurity.
P

It really takes one miss-step to threaten your company!

Be aware, be prepared - Cybersecurity tips for SMEs — Protect your customers

Compliance with Regulations

==, Many industries are subject to stringent data protection regulations, such as

the General Data Protection Regulation (GDPR) in Europe. Non-compliance with these

regulations can result in hefty fines and legal repercussions. Cybersecurity education
ensures that employees are aware of the regulatory requirements and adhere to the
necessary standards. This compliance not only avoids legal penalties but also enhances
the organization's reputation and credibility. Customers expect their personal

information to be handled securely. A data breach can erode customer trust and damage

the organization's reputation. Conversely, demonstrating a commitment to
cybersecurity can enhance customer confidence and loyalty. Small organizations can
leverage their cybersecurity efforts as a competitive advantage, reassuring customers
that their data is protected. This trust is particularly important in an era where dat

privacy concerns are at the forefront of consumer consciousness.

=——] Cost-Effective Security Measures

| ==4 [Investing in cybersecurity education is a cost-effective way f;

organizations to enhance their security posture. While advance
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technologies can be expensive, educating employees about basic cybersecurity practices
is relatively low-cost and vyields significant returns. Preventing a data breach through
education and awareness can save organizations substantial amounts of money
compared to the costs associated with responding to and recovering from a cyber-

attack.

Practical Activity
ACTIVITY
‘@\ Do you know where to start? Take the self-assessment test to understand

how safe your cybersecurity defences are!

cra:- Additional Information
%é% If you want to dig deeper into cybersecurity and attend a full course on the

topic, have a look at the free online course offered by the Open University.

5.3 Why is Bitwarden a useful open-source password management tool

for TSOs & MSMEs?

Bitwarden is a powerful tool that enhances cybersecurity by providing

secure, centralized password management with robust encryption and user-

friendly features. Its open-source nature, affordability, and comprehensive

functionality make it an excellent choice for individuals and organizations looking to

safeguard their digital credentials.
Bitwarden is considered useful and its key advantages:

1. Centralized Password Management Storage and Generation: Bitwarden allow
users to store and manage all their passwords in one secure vault. It also inclu
a password generator that creates strong, unique passwords for eac

reducing the risk of password reuse and weak passwords.
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2. Access from Anywhere: Bitwarden can be accessed from any device, including
desktops, laptops, smartphones, and tablets, ensuring that users always have
their passwords available when needed.

3. Enhanced Security Encryption: Bitwarden uses end-to-end encryption to protect
user data. This means that all sensitive information is encrypted on the user’s
device before it is sent to Bitwarden’s servers, ensuring that even Bitwarden
cannot access the data.

4. Open Source: Being open source, Bitwarden’s code is publicly accessible,
allowing security experts to audit it for vulnerabilities. This transparency
enhances trust and security.

5. Ease of Use User-Friendly Interface: Bitwarden offers an intuitive and easy-to-
use interface, making it accessible even for users who are not tech-savvy.

6. Browser Extensions and Apps: Bitwarden provides browser extensions for
popular web browsers and dedicated apps for various operating systems, making
it convenient to use across different platforms.

7. Advanced Features Two-Factor Authentication (2FA): Bitwarden supports
various forms of two-factor authentication, adding an extra layer of security for
accessing the vault.

8. Password Sharing: Securely share passwords with family, friends, or team
members without compromising security.

9. Security Reports: Bitwarden provides reports that highlight weak, reused, or

potentially compromised passwords, helping users to improve their overall
password hygiene.

10. Affordability Free and Paid Plans: Bitwarden offers a robust free version with
essential features, making it accessible to anyone. The paid plans are afforda
and provide additional features.

11. Organizational Benefits Team and Enterprise Solutions: Bitwarden
solutions tailored for teams and enterprises, allowing organizations to

credentials efficiently and securely.
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12. Cross-Platform Compatibility: It integrates well with various browsers and
platforms, enhancing its versatility and ease of access.

13. Community and Support Active Community: As an open-source tool, Bitwarden
benefits from an active community that continuously contributes to its

improvement.

For Micro, Small, and Medium Enterprises (MSMEs) and TSOs, cybersecurity is crucial to
protect sensitive data, ensure business continuity, and maintain customer trust. MSMEs
are the backbone of economies worldwide, contributing significantly to employment,
innovation, and economic growth. However, their growing reliance on digital
technologies makes them increasingly vulnerable to cyber threats. Cybersecurity is
therefore a necessity for MSMEs and TSOs to safeguard their data, maintain operational

integrity, and uphold customer trust.

An opensource password manager offers a cost-effective, secure, and customizable
solution to manage passwords, enhancing overall cybersecurity posture. Let’s briefly
explore the key benefits of an Open Source Password Manager Tool for MSMEs and

TSOs:

e Cost-Effectiveness: Open source tools are generally free to use, which is
beneficial for MSMEs operating on limited budgets.

e Security: Open source password managers are transparent, allowing security
experts to audit the code. This can lead to higher security standards as
vulnerabilities are identified and fixed quickly.

e Customization: MSMEs can tailor open source tools to fit their specific needs,
enhancing efficiency and integration with existing systems.

e Community Support: Open source projects often have vibrant communities th
provide support, updates, and enhancements, which can be valuable for M

without dedicated IT departments.
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e Control and Privacy: By using open source software, MSMEs have more control
over their data and how it is managed, reducing the risk of third-party data

breaches.

Bitwarden is an open-source password manager (and much more). We know that a lot

of organizations still use excel files (when not paper) to store their passwords.
Are you one of them?

Bitwatden is very intuitive which requires a very little effort to be used and results in an

impressive efficiency and safety for the management of your organization’s passwords.

== Why Bitwarden is a Game-Changer for MSMEs and TSOs
=4

1. Affordable Excellence

One of the most compelling reasons for MSMEs to adopt Bitwarden is its cost-
effectiveness. As an open source tool, Bitwarden offers a free version that includes core
functionalities suitable for many businesses. For those needing advanced features,
Bitwarden’s premium plans are competitively priced, ensuring that even the smallest

businesses can afford top-tier password management without straining their budgets.

2. Enterprise-Grade Security

Bitwarden employs state-of-the-art security protocols to keep your passwords safe.
With end-to-end encryption, only you have access to your data—Bitwarden can never
see or share your passwords. This zero-knowledge architecture ensures that your
sensitive information is protected against even the most sophisticated cyber threats. F

MSMEs, this level of security is critical to maintaining trust with customers and part
3. Ease of Use and Integration

Time is a precious commodity for MSMEs. Bitwarden’s user-friendly interface

easy to manage passwords across the organization. Employees can quickly
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store, and retrieve strong passwords, reducing the likelihood of using weak or reused
passwords. Additionally, Bitwarden integrates seamlessly with various platforms and
browsers, ensuring a smooth user experience across different devices and operating

systems.
4. Collaboration and Access Management

Bitwarden’s organizational features allow MSMEs to manage password access for teams
effectively. Administrators can assign roles, control permissions, and share credentials
securely with team members. This ensures that employees have access to the passwords
they need while minimizing the risk of unauthorized access. For businesses with remote

or distributed teams, this functionality is invaluable.
5. Customization and Flexibility

Being an open source tool, Bitwarden offers a high degree of customization. MSMEs can
tailor the tool to meet their specific needs, whether it’s integrating with existing IT
infrastructure or developing bespoke security policies. This flexibility ensures that
Bitwarden can grow with your business, adapting to new challenges and requirements

as they arise.
6. Community and Support

The vibrant Bitwarden community provides a wealth of resources, from documentation

and tutorials to forums and direct support. This community-driven approach ensures

that users can find solutions and get help quickly, enhancing the overall user experience.

For MSMEs without dedicated IT teams, this level of support is crucial.

Let’s now embark on our journey to discover Bitwarden—a powerful, open source
password manager designed to offer enterprise-grade security without breaking t
bank. Let’s dive into why Bitwarden is the ideal choice for MSMEs and TSOs strivi

enhance their cybersecurity posture.

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884



98

> DigitOpen

Sup?onin the digital transformation of MSMEs and
the Third Sector through open-source

Reflection Question

Where do you/your organisation securely generate, store, and shares

passwords and sensitive information?

5.4 Getting started with Bitwarden and become familiar with key

functions serving cybersecurity

Cybersecurity in business is dependent on people. In a workplace, a strong

security culture implies that every employee has a stake in safeguarding the
organization's assets and data.
It is therefore crucial that all members of the organization are actively engaged in

protecting sensitive information and assets to effectively build a strong security culture.

@ Focus
Using a password manager significantly enhances your cybersecurity
posture by ensuring you use strong, unique passwords, protecting against phishing,

and securely storing sensitive information.

Indeed, a password manager can play a key role in:

- Enhancing password complexity: Password managers generate and store
complex passwords that are difficult to crack. Unlike simple, easy-to-remember
passwords, complex passwords typically include a mix of uppercase and lowercase
letters, numbers, and special characters, making them more secure.

- Providing a unique password for every account: A password manager enables
to use unique passwords for each of your accounts. This is crucial because i
account is compromised, the breach does not affect your other account
the same password across multiple sites increases the risk of a domino

case of a data breach.
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- Secure storage of sensitive information: Password managers securely store not
just passwords but also other sensitive information, such as credit card details,
secure notes, and personal information. They use strong encryption to protect this
data, making it accessible only to the authorized user.

- Convenience and time savings: Password managers save time by autofilling login
details and generating passwords, reducing the hassle of remembering and typing
complex passwords. This convenience encourages better security practices
without compromising on ease of use.

- Centralized password management: Password managers provide a central
location to manage all your passwords. This centralized approach makes it easier
to update and manage passwords regularly, which is a good security practice.

- Encryption and Security Features: Most reputable password managers use
advanced encryption standards (to protect your data. They also often include
additional security features such as two-factor authentication to provide an extra
layer of protection.

But how to start developing an online security culture at work? Take the first step by
securing passwords and sensitive information with a secure open-source password
manager!

Get started with Bitwarden, an open source alternative for secure secrets management!

Source: https://www.youtube.com/watch?v=0DRSBFuMyOU
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Are you ready to take your online security to the next level? Check out this short
video on Bitwarden and learn how it can help you protect your digital life with ease,

ensuring your passwords are strong, unique, and accessible only to you.

Bitwarden helps businesses and individuals to stay safe online. Indeed, it enables users
to securely generate, store, and shares passwords and sensitive information from any

location, browser, or device, boosting productivity with ease.

Bitwarden is a freemium open-source password management service. So, to start
working more productively and powering up your protection, users have two options:

e Signing up for a free individual account (some basic services are provided free of

charge.

e Getting started with a free business trial (more advanced features must be paid

for).

Let’s see the steps to follow to get started as an individual user. Taking the

first steps with Bitwarden is straightforward. Start by downloading the

application and setting up your organization’s account. Conduct a security audit to
identify weak or reused passwords and replace them with strong, unique ones

generated by Bitwarden. Train your employees on using the tool and establish clear

guidelines for password management. By taking these steps, you’ll significantly enhance

your business’s cybersecurity defenses.

1. Creating a Bitwarden account

o Go to the self-registration page and insert your data.
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U bitwarden

Email 284ress ;me we

The Bitwarden Password Manager

Trusted by millions of individuals, teams, and organizations

worldwide for secure password storage and sharing. Mastes pRssward o ses

ImPartant: aur masser panvesrd Cannce be recarveend 4 yo fargs

* Store logins, secure notes, and more
* Collaborate and share securely T

* Access anywhere on any device
Master password hint

* Create your account to get started

Fig. 5.1: Bitwarden self-registration page

2. Creating a master password
o You will be asked to create a master password, that is the primary method for
accessing Bitwarden. Please note that you can also secure Bitwarden with two-
step login. For further information, please see Topic 4.
3. Getting to know your vault items
o A Bitwarden vault is used to store your items securely. You can have two kinds
of vaults:

v All vaults
& My vault
-+ New organization

Fig. 5.2: Individual and Organization vaults

Your individual vault, shown as My vault, is a vault owned and managed by your
account. Your organization vault is a vault owned and managed by that
organisation and shared with

o Individual vaults
Bitwarden can securely store more than just usernames and passwords. Ind
you can store in your vault four types of jtems: logins, cards, identiti

secure notes.
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NEW ITEM X

What type of itemn is this?

'
Card f
Identity
Secure note -

Folder

Fig. 5.3: Bitwarden’s items

4. Accessing Bitwarden password manager
o This opensource password manger is available both:

e Desktop Applications: users can access Bitwarden on Windows, macQOS,

and Linux desktops with native applications.

® Mobile Applications: available on Google Play and App store.

e Integrate Bitwarden directly into your favorite browser with browser
extensions.
5. Importing your data
o IT doesn't end here! Bitwarden enables you to import data such as previously
saved passwords from a wide variety of other password managers or browsers.
Read this article to get more information on how to import data to your vault.
6. Creating new items

o Are you wondering how to create a new item? Making a login is the simplest

approach to start learning how to do it! To save the login for a website, navigate
to it using the browser extension and click the + Add Item button. You can use

the Bitwarden password generator - available to everyone, not only to current

Bitwarden users - to create strong, random passwords. The generator will creat

a strong password that meets users ‘specifications.

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884


https://bitwarden.com/download/#downloads-desktop
https://play.google.com/store/apps/details?id=com.x8bit.bitwarden&pli=1
https://apps.apple.com/us/app/bitwarden-password-manager/id1137397744
https://bitwarden.com/download/
https://bitwarden.com/download/
https://bitwarden.com/help/import-data/
https://bitwarden.com/password-generator/

103

9 DigitOpen

Supllz_iortin the digital transformation of MSMEs and
the Third Sector through open-source

Password Generator

Mrgien ot

Your password s score: strong Estimated time 10 crack: conturies

jeU8aQ9VvigcPgs

Type Characters: 14
—

* Pmsword  Posaphvase

Additional Options
A2 ar 0-9 IRPERAL

Want to test the strength of snather pesseord? Iry. the lidmerden Pasaword ltrensttt Teating Joot

Fig. 5.4: Bitwarden password generator

5.3. Managing vault items
Once you log in, you'll land on all vaults view. This space will list all vault

items, including logins, cards, identities, and secure notes.

FILTERS Al Name owner

e Al i
£ Myvault
4+ New organization
There are no mams ta list.

Al irems + New iem

tr Favorites
& Logn

= Card

B2 |dentiy
[} Secure note
« Folders

= No folder

B Trash

Fig. 5.5: Bitwarden’s vaults view

Bitwarden’s vault items are:
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® Logins: are most often used to store username and password combinations,

passkeys, and support TOTP seeds for premium users.

= NEW ITEM

What type of item is this?

Folder

My Folder

my_username
Authenticator key (TOTP)
otpauth://tatp/
URIY Match detection
hitpsy/Aww websie.com " 5 Default match detection

@ NewURI

Fig. 5.6: Login item

e Cards: can be used to securely store credit or debit card information:

INEW ITEM

What type of item ia this?
Card
" Name
My credit card
Cardhalder name

Brert Warden

| rumbee

Security code [CVV)

Fig. 5.7: Card item

e |dentities: can be used to store billing, mailing, and most other types of information

you might need when filling out online forms:

= NEWITEM

What type of item s ths>

Seckal Security tumbee

e w000 “ononeenan xR0

6 £

Eavarcian $0 b u don cam

Addram 1 Address 2

Fig. 5.8: Identity item
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e Secure notes: can be used to store encrypted freeform text for anything you

want protected:

| NEWITEM

What type of item is this?
Secure note
Name Folder
My secura note My Foider

Notes

Lorem ipsum dolor sit ymet. consectetur adipiscng elit. sed do susmad tempor ingididunt ut labore et dolore
magna aiqua. Ut enim ad minim yeniam, quis nostrud exercitation yllamen laboris nisi ut aliquip ex &2 commodo
Lansequat. Duis aute jrure dolor in reprehenderit in voluptate veljt esse rillym dolore eu fugiat nulla pariatur.
Excepteur sint occaecat cupldatat non proident, sunt in culpa qui officia deserunt mollit anim id est labarum.

Fig. 5.9: Secure note item

You can filter which items to list by whether they're in your individual vault (My Vault)

or an organization vault.

Additional Information

7

To learn how to filter by vault, click here.

5.4. Creating a folder and moving items to a folder

You are on your way to become a Bitwarden master!

[=—1 The nextstep is to learn how to create a folder. To do this, follow these
s

steps:

e Step 1: Select the + New button and choose Folder from the dropdown:

All vaults

() Getstarted I

Fig. 5.10: Dropdown menu to create a folder

e Step 2: Enter a name (for example, DigitOpen) for your folder and click
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Add folder

Name {required)

[ oigitoper

- =

Fig. 5.11: Naming a folder

Once created, you can rename or delete a folder at any time by selecting the folder

and clicking the Pencil icon:

\ Folders
B3 DigitOpen Va

Fig. 5.12: Pencil icon to rename/delete a folder

Additional Information

To learn more on how to organize folders and nest them click here.

There are many ways to move your items to a folder:

e Web vault.
From the web vault, you have 2 options:
1. Navigate to the Add Item or Edit Item screen, select your new folder fr

Folder dropdown and Save your item:
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NEW ITEM X

What type of item is this?

Login v
Name Folder
My login item DigitOpen v

Fig. 5.13: Moving items to a folder from the web vault

2. Navigate to the Vaults view, select the items you want to move and use the
options menu : to select the Move Selected button. Choose the folder you

want to move the item(s) to:

All Name Owner VERIFY EMAIL
5 Move selected L
@ My login item s © Move selected to organization

1] Delete selected -
| [

Fig. 5.14: Moving items to a folder from the web vault

® Browser extension
Open the vault item you want to move, select the Folders dropdown, a
the folder to move the item to:
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Edit ltem

U bitwarden

The Most Trusted
Open Source
Password Manager for
Business

ams and individuals

data

Start an Enterprise Trial

Plans & Pricing

Fig. 5.15: Moving items to a folder from browser extension

e Mobile
Open the vault item you want to move, tap the Folders dropdown. Click on Edit

and choose the folder to move the item to.

5.5. Creating a collection and moving items between collections

Your journey doesn't end here. Indeed, you have learned a lot so far, how to

create a Bitwarden account, how to manage vault items and how to create

and move folders, but there is still something to learn: creating a collection

in Bitwarden.

Collections gather logins, notes, cards, and identities for secure sharing from an
organization. So, what is the difference between a folder and a collection?
e Organizations control access to organization-owned items by assigning users or
groups to collections.
e Organization-owned items must be included in at least one collection.
Creating a collection can only be done from the Password Manager we

Organization members with collection management permission can create coll
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The first step to create a collection is to log in to the Bitwarden web app, select the New

button, and choose Collection from the dropdown:

All vaults ER-®
D ltem
FILTERS i) an Name Ownar -
{| & collection .)
Comparny Secial Media Login iy B 3

Fig. 5.16: Creating a collection

In the Collection info tab give your collection a Name, choose the Organization it should
belong to.
Similar to folders, collections can be nested in order to logically organize them within

your vault.

a= Additional Information

=

L&_@ Click here to learn more on how to nest your collections.
2\

We can now create collections. But how do we move an item between collections? Users
with access to multiple collections within your organization can move a vault item from
one collection to another or add a vault item to multiple collections. This can be
performed from any Bitwarden app.
e Web vault
1. Select the : Options menu for the item to move.

2. Select the Collections icon from the dropdown.

3. Select the collection(s) to add or move the item to and select Save.
® Browser

1.0pen the item and select Edit.

2. On the Edit Item screen, select Collections.

3. Select the collection(s) to add or move the item to and select Save.

4. Back on the edit Item screen, select Save again.

e Mobile
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1. Open the item and tap Edit.
2.Tap the : Options menu and tap Collections.
3. Tap the collection(s) to add or move the item to and tap Save.

4. Back on the edit Item screen, tap Save again.

5.6. Securing your vault

Once your vault is full of data, you should consider taking some steps to

secure it. You can do it by setting up two-step login. But what is a two-step

login?
This system provides an additional level of security when using sensitive online services.
It requires you to verify your identity when logging in using an additional token, usually
retrieved from a different device. The recommended method for a free Bitwarden

account is using a mobile device authenticator app such as Bitwarden Authenticator.

This is a mobile authentication app you can use to verify your identity for websites and

apps that use two-factor authentication (2FA).

To set up two-step login through Bitwarden Authenticator, follow these steps:
1. Download Authy on your mobile device.
2. In the Bitwarden web app, select Settings = Security - Two-step login from the

navigation:
Security
Magter passaned  Twn ctap login  Mope

Two-step login

SPOUIE YOUT SCCOANTL Ly [EQUATTYE 31 A¢CHTONMI STTD WO JOSENG (T

WARNING

Sarbing up b s1ep logn €A permanely lock you BUt of your SiMarden acesant A reowvey 000 Slows Yo 15
BCCESS YORUT ACCOUT IV 186 IVRTE L YO CAN 1O MAESY USH JOLT TIORTRA! BAT-SI) N DOVt (FAATEHe Yok
hse your devivel. Dtwer der upport wil pk be able 10 53t you I you e soess i your sccount. We
FOLOMTAINA you Wrte SE4n o oYInt the Fecouery Cects an keep & 7 3 At piace

View revevery wde

Providers

Atherticates 5o
w Vs 4 athentit 3151 400 (WICh i AGTTY OF GO AUTHerEicator) 1o gener s Manage

ImIe-5e34¢ vervication cooes.

YubNay OTP securty hey (RRTIED
YUBICO  U1eavsKey t aceess your accoure, werts wih Vit 4 sanes. 5 sas. s
NEO devess

e C—y
-|l= Verty with Dun Sseuriry uting the Dad Mobile spp. SMS, phere call, oe L35
- recurty hey

D02 WebAuthn

WebAuthn Manage

Js 2y Wahdushn compatiie cacurity key 1 access your accoont

mail =
Veriicatisn codes wil be ernaiied 10 you -

Fig. 5.17: Two-step login page
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3. Locate the Authenticator App option, select Manage and enter your master
password to continue.

Providers

Authenticator app |
w Use an authenticator app (such as Authy or Google Authenticator) to generate

time-based verification codes.

Fig. 5.18-19-20: Enabling two-step login for your Bitwarden account

Two-step login Authenticator app

Master password (required)

Confirm your identity to continue.

4. On your mobile device, open Bitwarden Authenticator and tap the + button.

5. Scan the QR code located in your web vault using Bitwarden Authenticator. Once
scanned, Bitwarden Authenticator will display a six-digit verification code.

6. Enter the six-digit verification code into the dialog box in your web app and select

the Enable button.
7. Select the Close button to return to the Two-step login screen and select the View
Recovery Code button. Your recovery code can be used if you lose your mobile
device. This is a critical step to ensure you don't ever get locked out of your va
so don't skip it-
8. Enter your master password and select the Continue button to get your r

code.
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- Additional Information
L@T@ For further information on how to secure Bitwarden with two-step login

read the Field Guide to Two-Step Login.

5.7. Asking the community

As an open-source project, Bitwarden wouldn’t exist without its users.

(== The Bitwarden community is a collective of users, developers, and
o

enthusiasts who support and contribute to the Bitwarden password
management platform. The community plays a crucial role in the development, support,
and promotion of the software. Here are some key aspects of the Bitwarden community:
e Forums and Discussions: Bitwarden has an active community forum where users
can ask questions, share tips, report bugs, and discuss features. This forum is a
central hub for community interaction.
® Open Source Contributions: Since Bitwarden is open-source, the community can
contribute to its development by submitting code, reporting issues, and
suggesting new features.
Contributions are typically managed through GitHub, where the source code is
hosted.

e Support and Documentation: Community members often contribute to support

efforts by helping others troubleshoot issues, answering questions, and creating
or improving documentation and guides.
e Localization and Translations: The community helps in translating Bitwarden into
various languages, making the software accessible to a wider audience globally
e Security and Audits: Community members, including security experts, partici
in security reviews and audits, helping to ensure that Bitwarden remains a

and trustworthy password manager.
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The Bitwarden community is essential for the ongoing success and improvement of the
platform, leveraging collective expertise and enthusiasm to enhance the user

experience and maintain high security standards. Bitwarden users are now welcome to
join a User Research program where community members will contribute feedback on

early feature and design concepts to share insights with the Bitwarden product team.

— U b|twarden Roadmap Bugs Support Status Getlinvolved sSignUp &login ‘:f:,,

community forums

Welcome ‘ot @ </>
New to the Bitwarden Community? Start here. Ask the Request a Contribute to
Community Feature Codebase

Fig.5.21: Bitwarden community forums

Bitwarden users are welcome to join a User Research program where community
members will contribute feedback on early feature and design concepts to share insights
with the Bitwarden product team. User research in the Bitwarden community is crucial
for continuous improvement and ensuring the product meets the evolving needs of its

users.

O bltW&rdEﬂ Roadmap Bugs Support Status Getinvolved SignUp &lLogin

opics Do you use password strength indicators? Complete this survey!
fore B User Research W User Studies

) Jan 26
‘ategories G dflinn © Danielle Flinn 14 Jan26

12

Seirw A We value your feedback! To improve the Bitwarden Password Manager password creation Jan 26
sk the Community process, we are looking at adding a password strength design to the Generator and the Login
Iser Research iem type views:
Jlient Localization View a design concept and provide your feedback here 1.
Il categories As always, thank you for your time and support!

Fig.5.22: Example of user reserach
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5.8 A successful example of using the Bitwarden

Inventory Hive is one of the UK'’s leading property inspection and virtual tour
o

5 ©) software platforms. When they first launched, they didn’t have a password

management system set up. But the company grew quickly, and they soon realized they
needed to set up password security practices that were safe and easy to use. As a cloud-
based company with their sights set on long-term partnerships with large, mature
businesses, they needed to be proactive and set up airtight password security early on.
Inventory Hive selected Bitwarden for its user-friendly interface, scalable pricing, and
most of all, world-class security features. Inventory Hive chose Bitwarden for its
following key characteristics:

e User-friendly interface

e Cross-platform access

e Strong password generator

e SO 27001 certification

e Secure password sharing with collections

e Flexible pricing model
As part of their ongoing efforts to protect client and partner data, Inventory Hive
became ISO 27001 certified in 2021. The Bitwarden password manager helped the
Inventory Hive set up a secure password policy, which was a critical requirement for

receiving their certification. With the Bitwarden password manager and ISO certification

in place, Inventory Hive has built a strong security foundation, strengthened customer
trust, and demonstrated to potential partners that they take security seriously. As a UK
company whose partners often have extra concerns about GDPR compliance, this has

proven to be particularly valuable.

a= Additional Information

:2:
b% Discover more organization that have used the Bitwarden here.
2\
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Reflection Questions

Many employees use MS Excel to securely store passwords. In your

opinion, what are the disadvantages of using Excel as a password
manager? And what are the advantages of using an open source password manager

instead?

Practical Activity
ACTIVITY
‘@l Write a short essay (200-250 words) identifying the cybersecurity
challenges faced by your organisation and outline a few strategies to mitigate these

threats.

5.9 Summary

Cybersecurity education is critical for small organizations as they are increasingly
targeted by cybercriminals due to limited resources and outdated security practices.
With over 60% of small businesses experiencing cyber-attacks, educating employees on
best practices is a cost-effective way to protect sensitive data, maintain customer trust,
and ensure compliance with regulations like GDPR. A strong cybersecurity culture helps

employees recognize threats, reduce human error, and respond to incidents swiftly.

A quick and simple step to take is to manage properly one’s organization password.
Bitwarden, an open-source password management tool, can be a valuable asset for
small organizations (MSMEs and TSOs). It provides secure password storage, strong
encryption, and a user-friendly interface. Bitwarden's features include passwo
generation, two-factor authentication, and secure password sharing. Its afforda
and community support make it a practical solution for enhancing cybersecurity.

small organizations.
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MODULE DGOG6: 0SS Applications for the Event Management of TSOs
and MSMEs

6.1. Introduction

=——=| Third Sector and Micro and Small Enterprises regularly organise various

== eventsas part of the main service offer or to socialise, develop networks and

promote their services or products to the selected markets. Therefore, events have a

significant impact on their growth by fostering new business partnerships,

collaborations, and valuable connections. This module presents the advantages of Odoo

for event management in a digital business environment. Specifically, it guides the TSOs

and MSMEs practitioners to publicise typical preparatory event related activities such as

event communication and presentation, event program, event speakers, and event

registration using Odoo.

Why Odoo is a useful tool for the event management of TSOs & MSMEs?

Odoo is a powerful tool for event management due to several key features catering to

the diverse needs of organizing and executing successful events by TSOs and MSMEs.

The following part explores the key characteristics of Odoo, and its advantages

compared to other OSS Software.

Here are the main reasons why Odoo is particularly useful for event management:
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Ease: the tool is fast and easy to set up for both individuals and businesses.
Convenience: with cross platform access for mobile, browser, and desktop apps.
The tool is also supported in over 50 languages.

Security: offers end-to-end encryption which guides the Odoo open-so
approach to trust, accountability, and security.

Multi-purpose: users can store logins, secure notes, and much more.

Accessibility: users can access anywhere on any device.
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Here are some more reasons why Odoo is particularly useful for the event management
of TSOs and MSMEs:

- 0Odoo is a Fully Integrated Platform allowing the management of various aspects
of an event including operations such as marketing communication, sales, CRM,
accounting, etc.

- Odoo simplifies the process of Event Creation and Configuration with
customizable templates and configuration options.

- Odoo provides Real-Time Monitoring and Reporting with real-time analytics and

reporting tools to monitor event progress and attendee engagement.

What are the key Odoo’s advantages compared to other options available?

Odoo stands out from other event management OTHER OSS OPTIONS FOR
softwares due to its comprehensive integration of EVENT MANAGEMENT
diverse business applications, offering a unified Open Event

Eventum
platform for all event-related tasks. |Its Conference Organizing Tool
customizable and scalable nature allows it to cater (coT)

CiviCRM
to events of any size. Odoo offers robust Dupal with COD

marketing, ticketing, and resource management tools for streamline operations, in
parallel with real-time analytics and reporting which enhance decision-making.

Additionally, its open-source model provides a cost-effective solution with extensive

community support, making it an attractive option for organizations like TSOs and
MSMEs seeking a flexible and efficient event management system (Odoo Reviews,

2024).

| > I Watch this video here for getting to know the key features of Odoo

After the completion of this module, you will
e Be aware and acquainted with the key features of OSS for managing ev

e Have proficiency in using Odoo for event planning and management.
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e Be able to design and manage event programs, presentations, and registrations
through Odoo.

e Be competent in organising and publicising event details, such as speakers,
sponsors, and partners with Odoo.

e Perform effective communication and contact management for event

announcements and participant engagement through Odoo.

6.2. Setting up an account in Odoo

Creating a user account in Odoo is the very first movement. Here are the

steps forward.

- Go to https://www.odoo.com/app/events

- Click on Try it free on the top right corner
- Fill in the required details like in the example shown in the photo below and click

on Start Now.

0doo Apps v Community v Pricing P

Odoo | Get Started

Instant access.

Maria Kal

avent-uop +45

event-Uopodoo.com S

Greece v English -

5 - 20 employees ~ Use it in my company v

By clicking on Start Now, you accept our Subscription Agreemeant and Privacy Prlicy

< Change apps selection

Fig.6.1: Get Started with Odoo.

- You can skip the first few steps that encourage you to build a website an
you reach the step on the picture below (pick a theme) Click on ‘X" on the

corner.
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¢
= u"
== ak:
-
DEVELOPMENT TRAVEL Aviats
- You should land on a page like the one in the image below.
« @ % eventuspodaccom e O O :
Schsuc Site eCommevce  Raporting  Configuration Pubioed @ O New .
Q@ Home Shop Events Contact us 2 Q O -1 (D50 545 Moria Kal ~

Welcome to your Homepage'

kon Edit in the top nght come &'t gesigning.

Fig. 6.2: Landed to the Odoo Homepage.

- You should log in to the email address that you put in and follow the instructions
to activate your account. Once you do this, the Pending activation warning will
disappear. You will be asked to create a password, then click on Activate database
and skip the next steps.

- Once you have activated your account you should land on a page that looks like

the image below:

I - S DR P

Fig. 6.3: Activated account by Odoo.

Watch this video here for more on the managing accounts in Odoo
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6.3. Throwing the basics of an event with Odoo

Case A: Let’s suppose that you work for a social enterprise as event manager,

and you have prepared the initial planning for the upcoming event titled

Yoga+ Life Music. You have got approval from the board to start working on
the project and ready for the first actions. You have decided to use Odoo for these
actions to minimize cost and accelerate efficiency in reaching out to the target audience.

Below are the first three actions for experimenting with an upcoming event:

- Create and customise a new example event with Odoo
- Design and upload the program of an example event

- Present a key person of the event

Action 1. How to create and customize an event with Odoo

Odoo caters for different types of events like exhibitions, sport, charity

events, conference, webinars, training events, sales on-line etc., it is flexible
and efficient so as to adjust to the needs of any event. Here are the key steps
and tips for creating an event template with Odoo. Let’s experiment on a sport event

titled Yoga+ Life Music. To create an event, follow the next steps:

- To create a new event, click on Events on the top right navigation menu and then

click on New.

X Eventc Feents  Registration Desc  Reportng  Canfiguration

m Events & \ :/;|-> Q

New \ Pt +  Booked +  Announced

(2)

Fig. 6.4: Introducing a new event by Odoo.

- Fillin the details of your event. For this example, we filled in the following:

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884



122

9 DigitOpen

Sup?orting the digital transformation of MSMEs and
hird Sect

the Third or through open-source
M Events Events Registration Desk Reporting  Configuration “’7 N
Events S s Attendees | @ oo Goto
New |yooat Life Music & @ X | regsration | {8 & 0 regswaonDesk | @ wnit
('/_6 B —
Registration Desk \~1/ j New Booked Announced Ended Cancelled
Event Name ( 1 )
Yoga+ Life Music (%)
{ ]
e
Date 06/20/2024 180000 = 06/20/2024 2700:00 Organizer event-uop
=
Timezone  furope/Athens (. § ) Responsible B 1o kal
Language ' Visibility ' Public
Template Venue Vega Theatre (4,“/
Tags Limit Registrations
Badge Dimension  Af e
(%)
Badge Background [IEETICTALD o/
Tickets Communication Questions Notes
Na. Product Price Sales Start Sales End Maximum Taken Color -

Fig. 6.5: Introducing a new event by Odoo.

1. Event title

2. Date and time

3. The time zone that you are in.

4*. The venue name. Once you type in the Venue name two options will
appear. Click on create and edit. This enables you to fill in the address of
the venue (1), city (2) and country (3). You can add more details in the
corresponding fields, if you want. Once you finish, click on Save & Close
(see image after number 7).

5*. Optionally you can upload an image relevant to the event.

6. Click on Save manually

7. Click on Go to website.
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Create Venue X

© Individual  Company

Vega Theatre

=
3 )
b
Contact ErmesiStr. 3@ T Job Position  a.q Sales Ditector
Street 2. "'\_I Phone
ZIF
Maobile
. & Email
VAT . BEDATTAT2701
Website t v
Title
Tags a9 "B2B", “VIP®, "Consulting
Contacts & Addresses Sales & Purchase Irvpicing intemal Notes
Add

Fig. 6.6: Introducing a new event by Odoo.

- By clicking on Go to website you should land on a page that looks like the image

below. Click on Edit on the top right corner to start adding more details.

X Events Bents BigetationDek  Reporing  Confunation B o O B New n
20 355" wooms

Get directons

Organizes

E

Fig. 6.7: Introducing a new event by Odoo.

- First let’s configure the contact details. On the right column, under Organizer click
on the company name that you have given (1). In this case it is event-up (see topi
1). Then from the drop down menu select your account as a contact detail (
this case it is Maria Kal. Then click on the contact details (3) and again fr
dropdown select your account name (2). This will show only the contac

you have added to this account.
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20 June 2024
7:00 PM - 10:00 PM

Add to calenda [ n G

Location

N
Vega Theatre { 2
Ermou Str. 39
Athens
R event-uop
vega | neatre

¥ Get directions

Organizer

&R
Event-uop N\ '/
U +4545254525/
= 5222752@dtudky 3

Fig. 6.8: Introducing a new event by Odoo.

- Now let us configure the contact details on the top navigation. You can do this by
double clicking on the phone number and typing in the number you want your

attendees to call if they want more information.
20 1/2;;:‘« 1000 PM

Yoga + Life-MUSIC docki: ¢ @ 8

Fig. 6.9: Introducing a new event by Odoo

This video focuses on how to set and further manage the template of

> your event here
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Action 2. How to place the event schedule/program on Odoo

The event program is a crucial component. It provides structure for the target

market, ensuring a smooth flow and time management. It sets clear

expectations for potential participants, enhances engagement, and helps
organizers allocate resources efficiently. A well-planned event program maximizes the

overall experience of the participants and drives sales.

Here is an example, let’s try to publicize the Program for Yoga+ Life Music with Odoo

BOX #1 Yoga+ Life Music Event Program

6:00 PM - 6:15 PM Welcome and Introduction (15 minutes)

6:15 PM - 6:30 PM Opening Meditation and Warm-Up (15 minutes)
6:30 PM - 7:15 PM Vinyasa Flow Yoga Session (45 minutes)

7:15 PM -7:35 PM Live Music Performance (20 minutes)

7:35 PM - 8:05 PM Restorative Yoga and Sound Healing (30 minutes)
8:05 PM - 8:20 PM Intermission and Refreshments

8:20 PM - 8:50 PM Yin Yoga Session (30 minutes)

8:50 PM - 9:00 PM Closing Circle and Gratitude Practice (10 minutes)

- To add details, for example the schedule, in the form of text, click on the text box

below and replace the existing text with the information you want to share.

All Events / Yoga + Life Music

Yoga + Life-MUSIC

O Z
oin us for this 24 hours Event é——— /

Fvery year we invite our community, partners and end-users to come and meet us! It's the ideal event to get

ogether and present new features, roadmap of future versions, achievements of the software, workshops, training]

kessions, etc,. This event is also an opportunity to showcase our partners’ case studies, methodology or

Hevelopments. Be there and see directly from the source the features of the new version!

Fig. 6.10: Through the event program on Odoo
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- For this example, the text above was replaced with the detailed event schedule.
You can also customize the text further by using the options in the right-hand side

of your screen.

Your 510} s ShoR: B - WO L S Mavka Ka) >
anve 2024
207WV‘M—‘UJDOFM
Al 5 cater « m G

Location

Vega Theatre
.  Customize your

selected text (eg.
June 20th, 2024 make the text bold,

BROPMIBAS B Welcome and Introduction (15 minutes) g Theste-.. 20 tBlEs and Hs(s)
By 15 PM - 6:30 PM Cpening M 71 and Warm-Up (15 minutes)

Detailed Event Schedule

¥ Get duections

Organizer
05 PM - 820 PM Interm: n and Refreshments

B20 PM - B:50 PM Yin Yoga Session (30 mi ‘|
[:50 PM - 9.00 PM Closng Circle and Gratitude Practice (10 minutes)

Mana Kal
| 2275200k

Fig. 6.11: Through the event program on Odoo

- Click Save on the top right corner. Now you have managed to create an event,

adjust the contact details and location as well as add the detailed schedule.

Action 3. How to present speakers/performers/ partners/sponsors with Odoo
Presenting the speakers/performers/poets/ writers etc., is very important

for raising the attractiveness of an event. Also sharing information for them

builds credibility, engages the audience, and creates expectations. By
highlighting the speakers' expertise and relevance, the event manager fosters

awareness, anticipation and ensure participants understand the value and insights the

speakers will bring to the event.

With Odoo, event organizers can present the event speakers effectively and raise

interest for their events. The main content for significant event partners could be:

1. Full Name and Title
2. Professional Background (A brief biography highlighting their expertise,
experience, and relevance to the event)

3. Photograph (professional headshot)
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4. Topic of Presentation (title and brief description).
5. Contact Information Email and phone number for any necessary
communication.

6. Social Media Handles (Links to professional profiles like LinkedIn, Twitter, etc.).

Let’s work on one example. Here is the guidance you need....

BOX #2 Introducing an Yoga Instructor (Event Expert)

Peter Wight is a celebrated yoga instructor with over 15 years of experience in holistic
wellness. Certified by the Yoga Alliance, he specializes in Vinyasa and Restorative
Yoga. Peter has taught globally and is known for her compassionate teaching style and
ability to make yoga accessible to everyone.

Follow him on Instagram: @xxxxxxxYoga

Join us in welcoming Peter and get ready to experience yoga in a transformative way.

- There are two ways to add details about the speakers/presenters/sponsors:
o You can continue editing the text field used for the event schedule. This means
that you can add the speakers/presenters/sponsors below the schedule the

same way described in the previous section.

OR

o Click again on Edit on the top right corner of the screen.

o You will see some options for blocks on your right-hand side. These are the
options that you can choose from in terms of what type of content you wish
add. For example, image+text, text only etc. For this example, we will us
easiest block, which is text.

o Drag and drop the block to the place where you want it to be. A sugg

under the Event schedule.
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Blocks Lo choose
from ——

20 une 2124
T:00 PM — 10:00 PM

Yoga + Life MUSIC —1 1

Lecation
Viega Theatie
E Sir, 30

Detailed Event Schedule
June 20th, 2024

600 PM - 6:15 P Welcome and Intradustion (15 mimutes] Drag and drop thekegs Thaan

15 PM - 630 P Dpening Meditation and Warm-Up (15 minutes) Text block where - s
ant it to b et ECtinns

&30 PM - 715 PM Vinyasa Flow Yoga Session (45 minutes) you want it to be,

TATPM - 73

afing (30 minute .
vl Heafing (30 minutes) Crganizar

M Intermission and Refreshments
B2 PM - 50 P Yin Yoga Session (30 minutes)

50 PM - 8:00 P Closing Cirele and Gratitude Practice (10 minutes)

Matia Kal
B 22T

Share

Find out what
Great stares have 3 ersonalite: Consider telling a areat stoee that orovides nersonalite Writing a stor with =heuit this sue i th

Fig. 6.12: Present the event speakers with Odoo

o We can see that there is a sample text already. Click on it to erase what is

already written and replace it with the presenter’s information.

Vega Theatre

Detailed Event Schedule Errrves Str. 39
Athens

June 20th, 2024 Groote

600 PM - 5:15 PM Welcome and Introduction (15 minutes) Vega Theatre—

615 PM - 5:30 PM Opening Meditation and Warm-Up (15 minutes) i
= : = : ¥ Get directions
630 P - 715 PM Vingasa Flow Yoga Session (45 minates)

715 PM - 7:35 PM Live Music Performance (20 minutesh

735 PM - 805 PM Restorative Yoga and Sound Healing (30 minutes)

Organizer
8.05 PM - B20 PM Intermission and Refreshments
;! ikl
820 PM - 8:50 PM Yin Yoga Session (30 minutes) Mar = '“_ .
B50 P - 900 PM C|n\inq Circle and Gratitude Practze (10 minutes) & 22575 X dudk
Share

Fired out what people see and say
Introducing an Yoga Instructor abo

5

is event, and join the

A " : = : = convarsation
Harris Wight is a celebirated yoga instriictor with over 15 years of experience in holistic wellness. Cartified by the

Yoga Alliance, she specializes in Vinyasa and Restorative Yoga Harns has taught globally and is known for her §
enmpassionate teaching style and ahility to make yoga accessible ta everyone

Follow him on Instagram: @harriswightYoga

Jein us in weleoming Haris and get ready to expenence yoga in a transformative way.

Fig. 6.13: Present the event speakers with Odoo

o If you want to present the speakers with images as well, then drag and dr
block that contains image and text (for example Text — Image), instead
only. You will be given an option to upload a photo of your speaker.

o Click on Save on the top right corner of the screen to see what the ev

looks like.
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o By following the steps above you can add more information about your event

besides the schedule and the speakers.

Action 4. Ready for the most important action? This is to publish the page of the event

to the public.

When you have finished adding information to the page, go to the top right

corner of the screen and switch from unpublished to published. This will

activate the page and it will be live on the internet.

m Published@ a Event New m

The url is on the search bar of your browser. You can copy it and share it on social media

to advertise your event.

Cr)D WL

« o (= T

M Bvents Events Registration Desk  Reporting  Configuration u Published @D O Event Ne

Fig. 6.14: Make the event public with Odoo

6.4. Accelerating the event communication with Odoo.

Effective event communication is critical for success as it creates interest on

the part of target markets and ensures all stakeholders are informed and

aligned. It fosters customer engagement, clarifies expectations, and reduces
misunderstandings. Good communication enhances participant experience, ensures
smooth coordination among organizers, and promotes the event, leading to high

customer attendance and satisfaction.
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Action 1. Managing event-related business contacts with Odoo

Case B: Many event managers still depend on business cards or create excel files to
record various contacts that are attained in social occasions. Others have supplemented
cards with social networking which offer the option for sending messages. These
practices by far cannot unlock the full value of the connections for effective event
management. As an event manager, it is about time to move on to the efficient event
contact management part of Odoo, which will enable you to manage a large scale of

contacts across different events. Let’s start.
Key features of managing a contact tool include: (photo source)

> Reserves essential

information for contacts (i.e..,

name, address, etc.,)

> Differentiates to business and

individual contacts

Offers filters for ease sort out

Review contacts as graph,

card, and geographically visualized

> Track contacts, interactions and follow ups.

In order to manage contacts, you will first need to create a new account in Odoo

contacts. You will follow the same steps as in Topic #1:

- Go to https://www.odoo.com/page/contacts and click Get Started

- Fill in the details following exactly the same steps as in Topic# 1 BUT make sure to
change the company’s name (in this example we use contacts-uop instead
events-uop)

- From the options shown, choose Contacts.

- Activate your account following the same steps as in Topic#1.
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Now let us create our first contact. The contacts can be either companies or individuals.
For this example, we will create a contract for a company, but the same steps can be

followed for creating individuals’ contacts.

- Click on New on the top left corner of the screen.

- Type in the company’s name and fill in the details you want (For individuals, make
sure to select individual on the top left). The most important one is the email
address so that you can send campaigns and messages to them.

- Click on the save manually icon.

1+

- You have now created a contact.

- Go back and you will be able to see the contact in your dashboard.

Now let us create a tag. The tag will help you categorize your contacts (similar to having
lists of contacts) in order to be able to send emails to a whole list of contacts instead of

sending them one by one.

- Click on Configuration on the top left of your screen and from the drop down
menu click on Contact Tags.

- Click on New on the top left of the screen

- Give the tag a name. For this example, we will be using “Yoga Event List”

- Click on the save manually icon.

- You have created a tag now.
- Go back to the contacts dashboard by clicking on Contacts on the top left of the

screen.
Now let us add this tag to the contact we created above (Company 1)

- Click on the contact

- Click on the Tags field and select the tag you just created.
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Individual @ Company

Address “irect Phone
; Mobile
ity tate ZIP
Email 010@gmail.com
Country
v Website e.g. https//www.odoo.con
VAT eq. BEDA77472701
—_— Tags eg. "828° "VIP", “Consulting”
————————— Yoga event list
Contacts & Addresses Sales & Purchase Internal Notes Search Mare..
Start typing
Add

Fig.6.15: Managing business contacts with Odoo

- Click on the save manually icon and go back to contacts.

- The contact should look like the image below.

Company 1
Yoga event list
J10@gmail.com

Q

Fig. 6.16: Managing business contacts with Odoo

Useful Tip
E} If you are adding many contacts, it is more efficient to create the tags

first and add them to your contacts when you create them rather than
creating all the contacts first and going back to add the tags.

For this example, you should create 2 more contacts (one company and one individ

and add the new tag to them.
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Now let’s see how we can view the contacts according to the tags. Each tag represents
a list or category of contacts. For this example, the “Yoga Event List” tag we created

represents the list of contacts that should be contacted about this event.

- On the top right corner of the screen click on the List icon.

P o [

Evey - | [ Q ©

Fig. 6.16: Managing business contacts with Odoo
- You should see all your contacts in a list.

— On the search bar there is a dropdown menu on the right. Click on that and then

on Add Custom Group.
Q, Search.. | -
Y Filters ¥ Group By © Favorites vities
Individuals Salesperson Save current search v
Companies Company
Country
Archived

Add Custom Group v

Add Custom Filter

Fig.6.17: Managing business contacts with Odoo

- Scroll down the list and select Tags.

- The contacts should now appear categorized according to tag. You can click on the

black triangle on the left to expand or minimize the lists.
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m&:ntacrn o Q a Tags X Search
Name Phone Email
@gn event list (3)
Company 1 "n0@gmail.com
Company 2 50@upnet.gr
Lucy Manager 1n0@gmail.com
* None (2)

Fig. 6.18: Managing business contacts with Odoo

> Watch this video here on how to manage contacts

Practical Activity

ACTIVITY

After watching the previous video, explore Odoo contact management

tool with typing in ten individual and ten business contacts from your own records.

Food for thought

L%
=

You can try more on event contacts management here

Action 2. Put together the initial event announcement with Odoo?

The initial event announcement aims to inform and excite the target

audience, providing key details and generating interest, ensuring potentia

attendees save the date and anticipate further information. Typically,
event announcement should include the basic information about your event, su
event title, date, time and place, contact information and the key topic of th
Let’s experiment with Odoo on how to throughout the first announcement of
using the example in the BOX #3.
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Having categorized the contacts, we can now select all the contacts with the Yoga Event

List Tag and send them the message below.

- Check the box on the left side of the Name after having expanded the Yoga Event

List tag.
Contacts ’ ‘\\. It shows me here that | Jcolected [ERTTERUE] X | O Actions —
m L (\__,/ the 3 contacts withthe __—> L - J ( 3\|
{ 1 3 Yoga Event List Tag are e

B Name- "/ Phone selected Emnail Salesperson
* Yoga event list (3)
E Company 1 HO@gmail.com
Company 2 120@upnet.gr
B Lucy Manager no@gmail com

Fig. 6.19: Send the first event announcement to the target market with Odoo

Click on Actions and then Send Email.

For this example, we just copy in the field the text below and add a subject.

BOX #3 An example of first event announcement

Dear Yoga Lovers!

We are excited to invite you to the upcoming event, Sunset YOGA +Life Music
Session 2024 on July 21st, 2024, at 18:00.

Get ready to raise your vibes and connect to yourself, with good music and next to
nature.

Learn more and register here

- We can add a direct links to the page we created in topic#2 under ‘Learn more and
register here’ by adding the url of the page we created so that the recipients can
be directed to the page.

- Copy the url of the page you created (see final steps of topic#2) and add it to

email.
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Send email

From ™  “Maria Kal" =s222752@dtu.dk>

Subject  Yoga + Life Music Event Invitation
Content Settings
Dear Yoga Lovers!
We are excited to invite you to the upcoming event, Sunset YOGA +Life Music Session 2024 on July 21st, 2024 at 18:00.
Get ready to raise your vibes and connect to yourself, with good music and next to nature.

Learn more and register here:

https://event-uop.odoo.com/event/yoga-life-music-3/register

% Attachments

Load template

m Discard &3 Save Template

Fig. 6.20: Send the first event announcement to the target market with Odoo

- Before you send it, go to the Settings tab (just below the subject of the email) and
select “Store email and replies in the chatter of each record”, so that if the contacts
reply you will see it in the Odoo interface. Otherwise, you can add a reply email

address to receive any replies.

- Click on Send and your contacts will receive the email in their inbox.

Practical Activity on Event Announcement.

ACTIVITY

This is the time to explore further Odoo by uploading the announcement

of your own event.
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Action 3. Become expert to manage event registration effectively with Odoo.

=== Ultimately, the most essential task of the event manager is to make sure that
(==, desired numbers of attendees will register for the event. Very often this is a
very challenging task for the managers. Some critical questions which relate

to this task are:

a) Is the process easy enough for the target market?
b) Do the potential attendees have all the necessary details to make the final decision
to attend?

c) How flexible is the registration process regarding time?

Now that you have published your page and sent out the announcement, your target
audience can click on the register button and by adding their name and email they are
added to the list of attendees. They will immediately receive a confirmation of

registration email.
Now let’s see how you can track and manage the attendees for your event.

- Go to https://www.odoo.com/my/databases , log in to your account and choose

the events database that you created in topic#1.
- Click on Events and then on the Yoga + Life Music Event
- By clicking on Attendees you can see a list of all the people who have registered

for your event and their contact information.

|M Reqistration ﬁ ?"endees D Registration Desk af;;;te

New } Booked Announced Ended Cancelled

Fig. 6.21: Track and manage the event attendees with Odoo.

- By clicking on a specific attendee, you can also cancel their registration,
they attended or send clicking on an attendee you can also can

registration, mark if they attended or send them a message.
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This guide has provided you with the basic steps to set up an event, add details to it,

communicate it to the target audience and manage the attendance.

a= Additional Resources:

ye
@7t Find more about Odoo and its use in the following links

Odoo’s Top 6 Features

Managing events with Odoo video

Your First Event with Odoo

How to announce an event

Marketing Campaigns with Odoo

Reflection Questions

1.After using Odoo for your events, what features of Odoo have you
o found most intuitive and beneficial for managing your events and which
ones do you find challenging?

2.How do you think Odoo's integrated platform can impact the overall success and
organization of your future events?

6.5Summary

This module highlights the advantages of using Odoo for event management in a digital
business setting. It provides a guide for TSOs (Trade Support Organizations) and MSMEs
(Micro, Small, and Medium Enterprises) practitioners on how to utilize Odoo for eve
related tasks, including event presentations, program design, speaker/partner/sp
management, and registration. Additionally, it emphasizes Odoo's capabiliti
efficient communication, managing contacts, event announcements, and stre

the registration process.
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References

Reviews of Pros and Cons of Odoo

Creating and Managing User Accounts in Odoo: A Step-by-Step Tutorial

Managing Contacts with Odoo
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MODULE DGO7: Advanced Sales Management Using EspoCRM

7.1 Introduction

The primary aim of this module is to enhance the sales management
§w capabilities of MSMEs and TSOs by leveraging the EspoCRM. The module is

designed to improve the efficiency and effectiveness of sales processes
through better lead management, opportunity tracking, and customer relationship
management. The primary objectives are to automate sales processes, enhance lead
management, and improve opportunity tracking. By streamlining sales activities from
lead capture to deal closure and ensuring timely follow-ups, EspoCRM aids in
systematically managing leads and opportunities. Centralizing customer data provides a
single source of truth, simplifying access and management for sales teams. Additionally,
supporting B2B models through comprehensive information storage about companies
and their contacts enhances business account management. Finally, boosting sales
performance is achieved through real-time dashboards and automated reminders,

increasing lead conversion rates and overall sales effectiveness.

Customer relationship management (CRM) is a system for managing all of your
company’s interactions with current and potential customers. The goal is simple:

improve relationships to grow your business. CRM technology helps companies stay

connected to customers, streamline processes, and improve profitability. It supports
sales management, delivers actionable insights, integrates with social media, and
facilitates team communication. CRM tools can unify customer and company data from
many sources and even use Al (artificial intelligence) to help better manage relationship
across the entire customer lifecycle, spanning departments like marketing, sales, digi
commerce, and customer service interactions.

A CRM system helps businesses keep customer contact details up to date, tra

customer interaction, and manage customer accounts. It is designed to help b
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improve customer relationships and also Customer Lifetime Value (CLV). This is vital
because of the vast amount of such data businesses generate daily.

The benefits of CRM systems apply to all types of organizations, ranging from small
businesses to large corporations. They include the following:

e Enhanced customer service. Having customer information, such as past
purchases and interaction history, easily accessible helps customer support
representatives provide better and faster customer service.

e Trend spotting. Collection of and access to customer data let businesses identify
trends and insights about their customers through reporting and visualization
features.

e Automation. CRM systems can automate menial, but necessary, sales pipeline

and customer support tasks.

The key features of a CRM system typically include:

Contact All the latest information about customers — from contact details
management | to service conversations — is easily available to access and update.

Lead The system enables users to track pipeline activities, tasks and
management | targets, all the way from prospect through to conversion.

Sales Forecasting reports enable salespeople to get better visibility over
forecasting their pipelines, qualify leads more accurately, and see how close
they are to hitting their targets. Sales managers can use reports to
motivate and manage their people.

Instant Real-time instant messaging functionality makes it easier for co-
messaging workers to ask and answer each other’s queries, for instance in
between support of a live sales opp or service interaction. Managers can
employees check in on staff in the field, and employees can ask for instant

feedback or support as needed.

Email tracking | Syncing email clients instantly with the CRM system allows

and businesspeople to get a complete view of their customers and
integration leads without having to log in and out of different systems.

with Outlook | Calendars and contacts can be viewed across every device, and
and Gmail emails can be created and managed from within a single workflow.
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File and Team members can upload information to a centrally stored
content location, and share easily and instantly with coworkers.
sharing

Information is aggregated and presented in intuitive, meaningful

Dashboard- dashboard displays that can be customised based on each
based individual’s priorities.
analytics

The simplest open-source CRM that is easy to install and use is the EspoCRM. Here are
some reasons why EspoCRM could be just what you are looking for:

e Easy Installation: EspoCRM offers a very simple online installer that guides you
step-by-step through the installation process. There are also detailed guides and
documentation.

e User-Friendly Interface: EspoCRM has a clean and intuitive user interface that
makes it easy to use even for those who have not used CRM systems before.

o Features: Offers all the core features smaller businesses and teams need,
including contact and opportunity management, reporting, calendar
management, and email integration.

e Extensibility: Although simple and lightweight, EspoCRM is still extensible and

customizable, allowing you to add additional features and modules as needed.

After the completion of this module, you will

Understand the core functionalities of EspoCRM.

Learn to automate sales and manage customer relationships effectively.
Utilize the sales pipeline for better tracking of opportunities and conversions.

Customize EspoCRM to suit specific organizational requirements.

NN N

Analyze sales data to improve decision-making and enhance sales perfor
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7.2Installation and setup of EspoCRM

To use EspoCRM you need to install it on your server, for this you can use the

same web server where you have hosted your website. It is recommended
to use professional IT support to install the software. The installation steps are the
following:

- Check your server requirements

- Download EspoCRM installation from here

- Make a subdomain

- Create separated MySQL database

- Upload EspoCRM files to your server

- Run EspoCRM installation wizard

a=> Additional Information
-E] Follow this link for more information about the installation of EspoCRM
O https://docs.espocrm.com/administration/installation/

How to Run the EspoCRM installation wizard

1. Press start

Espo TRV

welcome te ESpoCRM

Fig. 7.1: Installation step 1

2. Accept the agreement.
3. Setup Database
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EspoCHiVl

Database configuration

latioem
Enter your MyS0L database connection infarmation
MR- Nanae ¥ [hostname. username and password). You can specify the
T sarver port for hostname like locathost3306,

localhost

TestConnection

Back

Fig. 7.2: Installation step 3

4. Do the system check and if everything is OK — click install.
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Espo\CRiv

System Requirements Version 8.3.40
PHP settings
PHP Version 8.3.8 Success
lson on SUCCRsS
apenss| on success
mbstring on SuCcess
zip an Success
zd on Success
lcony an Success
curl on Success
xml on Sucecess
xmiwriter on Success
axif an Success
pdo_mysql on Success
max_sxecution_time 300 SuUCCess
max_input_time 120 Fall (180 |= recommended)
memaory_limit 384M SUCCEsS
post_manx_size 100M SUCCess
upload_max_filesize 100M Success

MariaDB version 10.11.8 Sucess
Host Name localhost Success
Database Nams vhostE7289s2 SUccess
User Name vhosts7 28952 SUCEess
Permissions
www/apachesdomainsiwww. foasl.eeshidocs/iormidata Writable SuCcess
Swww/apacherdomainsiwww foaal ee/hidocs/orm/application/EsporModules  writable Sutcess
Pwww/apachedomainsiwwew foasl eeshtdocs/icrmiclisntfustom Writable Surcess
Iwwwiapache/domainsiwew foasl ee/htdocsiormi/clisnt/modules Writable SUCCess
Mwwwiapache/domains/www.foasl.ee/htdocs/crmicustomyEspol Custom Writable SuUCCess

Configuration Instructions
@ -

5. Set your username and create a password. Click next and next process may
some time.

Fig. 7.3:Installation step 4
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Espo LR

Administrator Setup Vermon 3.0

er Mame

actmin

Fig. 7.4: Installation step 5

6. Set up Systems settings and add a crontab file to run Espo Scheduled Jobs.

EspoCRiVl

System settings Version B30
Date Forma Time Format

DD MM.YYYY - HH:mm d
Time Zone First Day of Week

Europe/Tallinn v Sunday A
Default Currency

usn -
Thousand Separator Decimal KMark
Language

English (Us) -

Back Next

Fig. 7.5: Installation step 6
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How to Setup the EspoCRM

Once you have installed EspoCRM, follow these steps to get it up and make it run
effectively.
e |Initial Configuration
o Login: Use the admin credentials you created during the installation to log
into the EspoCRM dashboard.
o Setup Your Profile: Navigate to your user profile to set your preferences, such
as language, time zone, and email signature.

At first, your EspoCRM look like this and it is empty.

o a + 8 i

B ojii %W @ M

Fig. 7.6: Dashboard

e System Settings
o General Settings: Go to the Administration panel and configure general
settings like company details, logo, and date formats.
o Email Settings: Set up your email settings to send and receive emails thr
EspoCRM. This includes configuring the SMTP server for outgoing emai

the IMAP/POP3 settings for incoming emails.
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o Scheduled Jobs: Ensure your cron jobs are set up correctly to handle
scheduled tasks like notifications and email processing. This usually involves

adding the cron job line to your server's crontab.

e User Management

o Create Users: Add new users who will be using the o = et
& TargetLists

system. Assign roles and permissions based on their

responsibilities.

B Documents

o Roles and Permissions: Define roles and set

permissions to control access to different modules O users

‘¢ Teams

and records within EspoCRM.

& working Time Calendars
J Email Templates
e Modules Configuration - Templates
o Customize Modules: Tailor the CRM modules to fit meert
your business needs. You can add custom fields,
i
change layouts, and set up filters. o

o Create Entities: If needed, create custom entities to
manage specific data relevant to your business
processes.
Fig. 7.7: Menu - Users

e Data Import

o Import Contacts and Accounts: If you have existing data, use the import tool
to bring in contacts, accounts, leads, and other data into EspoCRM.
o Data Validation: Check and validate the imported data to ensure accuracy and

completeness.
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Fig. 7.8: User data import

7.3 EspoCRM main functions

In the fast-paced world of sales, staying organized and proactive is key to

success. Imagine a system where no lead is ever forgotten, every opportunity

is meticulously tracked, and customer relationships are managed seamlessly.

This is not just a dream; it’s the reality you can achieve with EspoCRM.

EspoCRM transforms your sales process by automating routine tasks and centralizing
customer information, allowing you to focus on what truly matters: building
relationships and closing deals. Picture this: a new lead comes in, and instead of juggli
between spreadsheets and notes, EspoCRM captures all the relevant details,
automated follow-ups, and integrates seamlessly with your email. You'll never,

beat.

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884



150

> DigitOpen

Sup?onin the digital transformation of MSMEs and
the Third Sector through open-source

With EspoCRM, your sales pipeline is a well-oiled machine. Leads are nurtured through
a structured process, from initial contact to closing the deal. Visual pipelines and
automated reminders ensure you’re always on top of your game, helping you convert
more leads into satisfied customers. The real-time dashboards and reports provide

actionable insights, empowering you to make data-driven decisions that drive growth

In EspoCRM, the sales process can be automated to enhance efficiency and

accuracy. The CRM system is structured around four main components:

leads, opportunities, accounts, and contacts.

— Leads represent potential clients or customers who
Espo\C=iVi _ _ ,
have shown interest in your products or services.

B2 Home EspoCRM allows you to capture and manage these
leads effectively, ensuring no potential opportunity is

overlooked. Once a lead is qualified, it can be converted

Accounts

into an opportunity, account, or contact. This
Contacts ) )

conversion process ensures that the lead is seamlessly
Leads transitioned into the appropriate category for further
Opportunities action, streamlining the sales workflow.

Fig. 7.9: EspoCRM main function

Opportunities in EspoCRM represent potential sales deals. This module allows you to
track and manage each sales opportunity from initial contact to closing the deal.
Opportunities are typically organized within a sales pipeline, where they pass through
various stages such as qualification, proposal, negotiation, and closure. This vis
representation helps sales teams monitor progress and forecast future sales accur
Automation features can be set up to remind sales representatives of follow-up

ensuring timely engagement with potential clients.
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In a B2B (business-to-business) model, accounts are the cornerstone of customer
records. An account typically represents a company or organization with which you do
business. Each account record can store comprehensive information about the business,
including contact details, interaction history, and associated opportunities. This
centralization of information makes it easier for sales teams to manage relationships

and tailor their approach to each business client.

Contacts are individual people within the organizations you deal with. Each contact can
have specific roles and responsibilities within their respective accounts. A single contact
can be related to multiple accounts, allowing for flexibility in managing relationships,
especially in complex sales environments where individuals may interact with various
departments or subsidiaries of a larger organization. EspoCRM enables you to define the
role and relationship of each contact within the accounts, helping to clarify their

influence and decision-making power in the sales process.

“en a0

Espo RV
B Home

i o wed v 5 t
Account 1
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™ L]
Leads v e
R E
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Sk 103 Lt (1120 2ot o
’ 140 ez o 410 Mz ]
8 calendar
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B Meetings
2 calls
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New B

Fig. 7.10: EspoCRM main dashboard filled

The benefits of using EspoCRM include automation, which ensures that no le
opportunity is neglected, thereby enhancing efficiency, and increasing the likeli
closing deals. Centralization of all customer and sales information provides

source of truth, making it easier for sales teams to access the data they
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collaborate effectively. Additionally, EspoCRM’s flexible architecture allows for
customization of fields, workflows, and modules to fit specific business needs, ensuring

that the CRM system aligns with your sales processes.

7.4. Lead Management

Case A. Let’s say you have started working as a sales manager for a social

enterprise. So far, the sales process had used to manage its leads using an

email inbox and simple notes. This approach led to numerous problems:
many leads were forgotten, contacted too late, or lost altogether. To overcome these
challenges, you implemented EspoCRM to centralize and streamline their lead
management processes. After the installations and setup, you started to work with lead

management. Here are the actions to take.

Action 1. Lead Capture and Management Functions in EspoCRM
The main lead sources in EspoCRM can be:

e Enter leads manually
e Import them via CSV files.
e Automatic lead collection via online forms.

Manual leads: Let's say some sales leads were left for you on paper. These need to be

manually entered. When entered manually, the lead form looks like this. When filling in
the lead data, you should determine what the lead status is and direct it to the

salesperson.

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884



153

| 4 \ e =
Q Supporting the digital transformation of MSMEs and
the Third Sector through open-source

® Leads » create
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Fig. 7.12: EspoCRM lead creation

Import them via CSV file: In addition to the paper leads, you can also have an Excel
spreadsheet on your computer with the main enquiries you have received about interest
in your social enterprise service. It makes sense to import this table into EspeCRM. This

way you don't have to manually enter all the leads. Here are the steps:

1. Prepare Your CSV File:

® Ensure your lead data is in a CSV (Comma-Separated Values) file format.
® Include columns for necessary lead details like First Name, Last Name, Email,
Phone Number, Company, etc.

e Save the file on your computer.
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2. Access the Import Function:

. i . EspoCRiVl
e Inthe main dachboard, click on the three-dot menu (i) at the —
bottom left corner

e Select "Import" from the dropdown menu.

Leads

» B

Oppartunities

Upload Your CSV File: :
o calls

e Click on "Choose File" or "Browse" to locate your CSV file. G s
e Select the file from your computer and click "Open." 3 o

B knowedge Baze

e Select field Delimiter the right delimiter and see if preview is OK

Fig. 7.13: EspoCRM import

Import ImEor Results

Step 1

What to Import?

Leads e Create Only

Save as detault

First Last

Field Dielitnites Dale Foemio! Decimal Mork

¥YY-MM-00 - 2021-12-27

Double Guats - HH:mmss + 23:00:00 - EUR
TS Telephone counfry code
uTc

Jte I Idle (for big date via oron) Skip smarching for dupllcstes SHentMode @
ally @
Brealew

Mame Surename emall tetephone

Test 1 Test test 1 testi@gamil.com 235235

Test 2 Testtest 2 test2@gamil.com 235238

Fig. 7.14: EspoCRM import
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Map Your Fields:

e EspoCRM will display a field mapping screen.

e Match the columns in your CSV file to the corresponding fields in EspoCRM
(e.g., First Name -> First Name, Email -> Email).

e Ensure all required fields are mapped correctly.

e Click run import
Review the Import Results:

® Once the import is complete, EspoCRM will display a summary of the import
results.

® Check for any errors or skipped records and address them if necessary.
Verify Imported Leads:

e Navigate back to the "Leads" module.

e Review the newly imported leads to ensure all data is correctly imported and

earc Q
s Leads +
All+ Q &

0O~ Wame Stat Ema User Created

O Andrew Peterson andrew_peterson@demo.us Jack Adams 165ep, 2
o

0O Antonic Ricd anonko_ricd@example.com Jack Adams 16 5ep, 2
= - - .

O tCharles Patry charles_patry@demao.com Fober Hal 16 5ep, 2
& 0O NinaThemson ninathomsoci@mail.com Jack Adams 16 5ep, 2
B O Amadei Nowak amade_nowak@mailcom Fober Hall 165ep, 2
o 0O Georgs Barrios george_barfios@dems com Jack Adarms 16 8ep, I
= O Timaothy Harris timothy_harris@example.com Jeck Adamis 16 5ep, 2

O Felx Hirsa Telx-nirscnitoemo.com RODerT Hal 16 5ep, 2

0O Mirela Bruno mira_bruno@demo.com Robert Hal 155ep, 2

0O BasilioRizzo basilionzzo@mail.com Jack Adams 155ep, §

0O Alexander Schmidt alex_schmido@example.com Jack Adams

Fig. 7.14: EspoCRM lead page
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Optimizing lead generation strategies based on lead sources is a crucial aspect of any
successful marketing campaign. By identifying and tracking your lead sources and
channels, you can gain valuable insights into the effectiveness of your marketing

campaign efforts and make data-driven decisions to improve your lead generation.

@ Focus

Capturing and organizing leads
Identifying lead sources is essential for effective marketing. Understanding where
leads come from helps businesses optimize their strategies. Here are key methods to
identify lead sources:
1. Tracking URLs: Use unique URLs for different campaigns to accurately track
lead sources.
2. UTM Parameters: Add UTM tags to URLs to get detailed insights into
campaign performance.
3. Call Tracking: Use unique phone numbers for different marketing channels to
attribute calls accurately.
4. Lead Capture Forms: Use forms with questions about how leads found you to
gather direct insights.
5. CRM Integration: Link lead generation efforts with CRM systems to analyze
the effectiveness of each source.
6. Surveys and Feedback: Collect qualitative data on lead sources through

surveys and feedback.
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7.5 Sales Pipeline Management — Opportunities in EspoCRM

——— Imagine you are a sales manager tasked with overseeing a dedicated sales
team. To effectively manage your team, it is crucial to have a clear

=) y manage y
understanding of your company's sales pipeline. By gaining insights into
potential sales opportunities and identifying where leads are being lost, you can make

more informed decisions and improve overall sales performance.

With EspoCRM, you can effortlessly monitor and analyze your sales pipeline, ensuring
you have a comprehensive view of all stages—from initial contact to closed deals. This
clarity helps you identify bottlenecks, optimize follow-up strategies, and ultimately
boost your team's success rate. By leveraging the powerful features of EspoCRM, you
will not only enhance your team's efficiency but also drive better sales outcomes for

your company.

Configuring and managing the sales pipeline
A sales pipeline is a visual representation of your sales process. By breaking the process
into different sections, it becomes possible to analyse and optimise each step of the
sales process. Starting with a stranger being introduced to your business, your sales
pipeline will take them through every step on their way to being a customer. A good
sales pipeline will be able to estimate how many sales are expected to close in any given

period. It can also reveal how that total is split between sales reps.

Because your pipeline is an indicator of the overall health of your sales efforts, all players
have to be clear on your sales pipeline stages. Everyone—the reps, the sales manager,
the vice president, and beyond—must understand what each stage means, how muc

pipeline there is, and the exit criteria for the next stage.
Here’s is one option to describe the journey through the pipeline:

e Meeting Scheduled

e Qualification - working to see if your prospect is a fit for your product
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e Discovery - your goal is to learn more about your prospect (needs, pain, goals)
e Proposal
e Negotiation

® Closed-Won/Closed-Lost

Sales pipeline — Opportunities in EspoCRM

Using EspoCRM, the primary goal is to efficiently manage incoming sales

leads and convert them into opportunities, ultimately driving sales growth.
Once a new lead is captured, it is essential to promptly follow up and schedule a meeting
with the prospect. This initial interaction is crucial for understanding their needs and

establishing a relationship.

After successfully setting up an appointment, the next step is to convert the sales lead

into an opportunity within EspoCRM.

Espo\CRiVl

I Home

= Leads » Antonio Ricci Convert

Edit | e < D>
™M

Accounts Overview

Narme Account Name
M. Antenie Ricci Builders square Teams

I Leads . . None

Contacts

Opportunities antonio.ricci@example.com +1328 Created

itle — Today 22:00 - Jack Adams
Chief architect www.bilders-square.eu odified

Emails Address Photo Today 22:00 - Jack Adams

Via Capo le Case, 31 None Followers
Calendar

Rome 33010 Jack Adams
Italv

Fig. 7.15: EspoCRM lead convert

This conversion marks the transition from a = Leads . Antonio Ricci» convert

potential interest to a qualified sales prospect. Account
Contact

Opportunity

Fig. 7.16: EspoCRM lead converti
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As an opportunity, the lead is now tracked through the sales pipeline, which consists of
stages like qualification, proposal, negotiation, and closure. Each stage represents a

critical step in the sales process, ensuring systematic progress and effective

+ =
Espo TRV
= Opportunities +
B Hony
Al Q = N
Accounts
Cpportunities €2.250.00 €55 ,030.00 €4,900.00 €4.000.00 €4.150.00
anevilie Stop & Shop Navonal Lumber Stop & Shap 5top & Shop
& Emaits
proey it T
£ Caisndar £61.250.00 €1.600.00 €8,900.( €1.730.00 €4 0.00
a Mestiny Natiora! Lumbar stratate Noneyintro Intetacaro EazyResarvations
etngs
o Cals
= = £36,675.00 €13.450,00 €6,350.00 €5,000.00 €3,500,00
. Win's Private Hospital National Lumber Stratabls wINg's Sport Goods Janenilie
8 e
B rnosesssase e i < >
€2,000.00 €3,650.00 €10,000.00 €4,500.00
£3,045,00 Natonal Lumbe: Moneyintrr intelacard
Maneyhntr
v €3,510 ¢ €5,500,00

£5,600.00 EasyReservatiom fenevile Stop & Shop

Fig. 7.17: EspoCRM opportunities pages

Throughout this process, EspoCRM enables sales teams to monitor and update the

status of each opportunity, track interactions, and set reminders for follow-ups.

Additionally, the system provides real-time visibility into the sales pipeline, allowing for
better forecasting and strategic decision-making. By keeping all relevant information
centralized, EspoCRM ensures that sales representatives have a comprehensive view of

the contact's journey and can respond proactively to any changes in the sales market.

a=> Additional resources

Introduction to CRM Systems
- https://www.salesforce.com/eu/learning-centre/crm/crm-systems/
(beginners guide to CRM)
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- https://clearcode.cc/blog/how-does-crm-work/

- https://www.techtarget.com/searchcustomerexperience/definition/CRM-

customer-relationship-management

Lead Management
- https://fastercapital.com/content/Lead-source--How-to-identify-and-track-

your-lead-sources-and-channels.html (Lead source: How to identify and
track your lead sources and channels)
- https://blog.hubspot.com/marketing/effective-lead-management-guide

(How to Effectively Manage Leads at Every Stage in Your Sales Funnel)

- https://www.captello.com/8-best-practices-for-lead-capture-part-1/ (8 best
practices for lead capture)

- https://fastercapital.com/content/Lead-source--How-to-identify-and-track-

your-lead-sources-and-channels.html (Lead source: How to identify and

track your lead sources and channels)

- https://lagrowthmachine.com/lead-qualification-guide/ (lead qualification
step by step guide)

- https://www.bigcontacts.com/blog/lead-qualification/

- https://fastercapital.com/content/Lead-source--How-to-identify-and-track-

your-lead-sources-and-channels.html (Lead source: How to identify and

track your lead sources and channels)

Sales Pipeline Management
- https://www.dooly.ai/blog/sales-pipeline-management/ (Sales Pipeline

Management: A comprehensive guide to sales leaders and reps)
- https://sopro.io/resources/blog/how-to-manage-your-sales-pipeline/ (How

to manage your sales pipeline to close more sales)
- https://improvado.io/blog/sales-pipeline-dashboard

- https://www.linkedin.com/pulse/decoding-metrics-deep-dive-your-pipeline-

management-dashboard-parikh/

- https://www.varicent.com/blog/what-should-sales-pipeline-dashboard-

provide
- https://www.geckoboard.com/dashboard-examples/sales/sales-pipeline-

dashboard/

- https://www.zendesk.com/blog/sales-cycle/#4 (How to improve your sales

cycle)
- https://www.salesmate.io/blog/sales-pipeline-tips/ (Tips to move deals from
one stage to other)
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7.5Summary

Module 7 focuses on leveraging EspoCRM, an open-source customer relationship
management (CRM) tool, to enhance sales management for TSOs and MSMEs. It
teaches users how to automate sales, manage contacts, and track accounts, all while

guiding them through the sales pipeline.

EspoCRM is presented as a powerful, customizable tool that can streamline sales
processes, enabling organizations to efficiently track customer interactions and monitor
sales progress. One of its key features is sales automation, where the system handles
repetitive tasks such as follow-ups, reminders, and contact management, freeing up

teams to concentrate on more strategic aspects of their work.

The module also highlights effective contact and account management, showing
learners how to manage client and account information within EspoCRM. This includes
tracking interactions, managing opportunities, and handling accounts through various
stages of the sales process. A step-by-step guide is provided on managing the sales
pipeline, covering everything from lead generation to closing deals, offering a structured

approach to tracking leads and managing opportunities.

Customization is another significant aspect of EspoCRM, allowing users to tailor the
platform to fit their specific organizational needs. Users can create custom fields,

reports, and dashboards, ensuring the system aligns with their workflow. Additionally,

the module explores how to utilize EspoCRM’s analytics tools to generate insightful
reports on sales performance, track key performance indicators (KPIs), and make

informed, data-driven decisions to improve sales outcomes.

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884



Ff\ 162
1D|t;)|1'0|:te>n

rting the digital transformation of MSMEs and
thE hird Sector through open-source

References

https://www.salesforce.com/eu/learning-centre/crm/what-is-crm/

https://www.techtarget.com/searchcustomerexperience/definition/CRM-customer-
relationship-management

https://fastercapital.com/content/Lead-source--How-to-identify-and-track-your-lead-
sources-and-channels.html#Understanding-the-Importance-of-Lead-Sources

https://sopro.io/resources/blog/how-to-manage-your-sales-pipeline/

https://www.dooly.ai/blog/sales-pipeline-management/

Co-funded by
the European Union

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflec
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can be held responsible for t
transformation of MSMEs and the Third Sector through open-source [N° 2023-1-FR01-KA220-VET-000154884


https://www.salesforce.com/eu/learning-centre/crm/what-is-crm/
https://www.techtarget.com/searchcustomerexperience/definition/CRM-customer-relationship-management
https://www.techtarget.com/searchcustomerexperience/definition/CRM-customer-relationship-management
https://fastercapital.com/content/Lead-source--How-to-identify-and-track-your-lead-sources-and-channels.html#Understanding-the-Importance-of-Lead-Sources
https://fastercapital.com/content/Lead-source--How-to-identify-and-track-your-lead-sources-and-channels.html#Understanding-the-Importance-of-Lead-Sources
https://sopro.io/resources/blog/how-to-manage-your-sales-pipeline/
https://www.dooly.ai/blog/sales-pipeline-management/

@Q:D DigitOpen

This document is licensed under the Creative Commons
Attribution-NonCommercial-ShareAlike 4.0 International
(CC BY-NC-SA 4.0)

Funded by the European Union. Views and opinions expressed are however those
of the author(s) only and do not necessarily reflect those of the European Union or
the European Education and Culture Executive Agency (EACEA). Neither the
European Union nor EACEA can be held responsible for them. Project: DIGITopen -
Supporting the digital transformation of MSMES and the Third Sector through
open-source. Nr. 2023-1-FRO1-KA220-VET-000154884.

Co-funded by
the European Union




@\‘9 DigitOpen

Co-funded by
the European Union




	INTRODUCTION
	MODULE DGO1: Navigating OSS: An Introductory Guide for TSOs and MSMEs
	MODULE DGO2: OSS Applications for the Management & Administration of TSOs & MSMES
	2.1. Introduction
	-
	2.2. Billing management with Tryton ERP and Tryton software configuration
	Configuration
	2.3. Using Tryton ERP for invoicing
	-

	2.4. Managing and sharing company information with NextCloud
	● Create a new diary
	● Add an event
	● Calendar sharing
	o For full access (view and add)
	o For read-only access (view)

	● Creating a new address book
	● Creating a contact
	● Contact sharing

	2.5. General Conclusion & Tips
	2.6 Summary
	References

	MODULE DGO3: OSS Applications for the Marketing and Communication of TGOs & MSMEs
	3.1. Introduction
	3.2. Content Management Systems (CMS) Exploring Open-Source CMS Options, Customization and Scalability in Marketing Operation
	3.3  Email Marketing Platforms, Leveraging Open Source for Email Campaigns, Deliverability and Analytics Considerations
	3.4 Social media strategy with OSS
	3.5 Marketing and Communication Optimization with OSS. Implementing OSS solutions for inventory management, order processing, marketing and communication analytics.
	3.6 Leveraging open-source e-commerce platforms for online sales and transaction management.
	3.7 Real-world Examples of Open-Source Software Implementation in marketing
	3.8 Summary

	MODULE DGO4: OSS Applications for the Project Management of TSOs & MSMEs
	MODULE DGO5: OSS Applications for the Cybersecurity of TGOs and MSMEs
	MODULE DGO6: OSS Applications for the Event Management of TSOs and MSMEs
	MODULE DGO7: Advanced Sales Management Using EspoCRM
	7.2 Installation and setup of EspoCRM
	7.3 EspoCRM main functions
	7.5 Summary


